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Research Objectives

Organizations across industries improve their productivity, innovation, and customer service with an increase in web, mobile, and

cloud applications leveraging microservices architectures. But this brings an increase in APIls connecting application components and
resources. Organizations rate APIs as the element in the cloud-native stack most susceptible to attack, and attacks stemming from
insecure APIs were the most commonly identified cybersecurity incident tied to cloud-native app development over the last 12 months.
As the number of APIs continues to grow, security risk increases.

As a result, organizations need effective API security solutions to reduce risk as cloud-native development scales and help their
teams discover, manage, configure, monitor, and protect their APIs to keep pace with modern software development. To gain further
insight into these trends, TechTarget's Enterprise Strategy Group (ESG) surveyed 397 IT, cybersecurity, and application development
professionals at organizations in North America (US and Canada) responsible for evaluating or purchasing cloud security technology
products and services.

This study sought to:

Examine current AP| security approaches
and their effectiveness.

Validate API usage and growth patterns associated
with cloud adoption and digital transformation.

.=/ —==. Highlight the challenges security teams Determine best practices for
p face in securing their APIs. iImproving API security.




Application Development API Growth Is Exacerbating API Security Incidents Are
Modernization Necessitates Security Risk Levels Pervasive, Resulting in Many
K E Y Cybersecurity Modernization Challenges and Shortcomings

—INDINGS

Building an Effective API Security Organizations Are Committed to Research Methodology
Strategy Involves a Variety of Tools and Investing in Solidifying API and Demographics
and Developer Participation Security Posture
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Application Development
Modernization Necessitates
Cybersecurity Modernization




Digital Transformation for Business Applications

Organizations are increasingly moving their production workloads to public cloud
platforms. By leveraging the state-of-the-art technologies and services from
cloud service providers (CSPs) and microservices application architectures, they
can efficiently build and deploy their applications faster to serve their employees,
partners, and customers.

Percentage of production server workloads run on public cloud infrastructure services.

B Percentage of production workloads run on public cloud infrastructure services today

B Percentage of production workloads run on public cloud infrastructure services
24 months from now

21% TO 30% OF

10% TO 20% OF

WORKLOADS WORKLOADS

31% TO 40% OF
WORKLOADS

Percentage of public-facing web applications based on a microservices,
cloud-native architecture.

B Today B 24 months from now

. 20%
25% or less 26% to 50% 51% to 74% 75% or more
7% 6%
10%
16%
41% TO 50% OF MORE THAN 50%
WORKLOADS OF WORKLOADS



Use of DevOps to automate CI/CD of code and infrastructure.

97%

We employ DevOps
extensively

Increasing Developer
Efficiency for Faster
Releases

Frequency with which developers and/or DevOps teams deliver new builds to production.

Organizations are also leveraging DevOps
m Frequency of deploying new builds to production today methodologies for continuous integration
and continuous deployment (CI/CD) of
applications. This empowers developers
to provision their own cloud infrastructure,
collaborate via CI/CD pipelines to efficiently

259/ build their applications, and deploy them
23% to the cloud. Many organizations currently

release new builds daily, and developers

17% expect to increase the frequency of
13% releases, raising challenges for security to
keep up with the rapid pace.
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Multiple times  Once perday Multiple times Once per week Multiple times Once per month Once every 3 Less frequently
per day per week per month months than once every
3 months

m Expected frequency of deploying new builds to production over the next 6 to 12 months




Challenges Incorporating
Security to Keep Up with
Release Speed

Although cloud-native application development
brings efficiency and productivity benefits, security
teams are challenged gaining the control they
need to ensure that the applications deployed

are secure. In addition to citing production

builds being deployed with security issues, many
organizations report their security teams lack
visibility into development processes and/or

that developers are skipping security processes.

They need ways to incorporate security into
the development processes without slowing
operations down.

‘ ‘ They need ways to incorporate security into the
development processes without slowing operations down.
- Melinda Marks, Senior Analyst

’

Security challenges resulting from the faster development cycles of CI/CD.

Security lacks visibility and control in development processes

New builds are deployed to production with misconfigurations,
vulnerabilities, and other security issues

Developers are skipping security processes

Lack of consistency of security processes across different
development teams

Software is released without going through security checks
and/or testing

Security team can’t keep pace with release cadences

Developers don’t want to work with security 28%



API Growth Is
Exacerbating
Security Risk
Levels




Growing Proportion of Applications Using APlIs ‘ ‘

As cloud-native development with microservices-based applications continues to grow, those applications require M O re J[ h a n
APIls to access services, data, or other applications. As developers create more complex applications, the number of h . d f

APIls can grow. Indeed, while more than one-third of organizations say all of their applications use APIs today, this is
expected to grow to 50% over the next two years.
Organizations
Proportion of cloud-native applications using APIs. S ay a I I Of th ei r
B Proportion of cloud applications that use APIs today (N=375) a p p I I C at I O n S
B Proportion of cloud applications using APIs 24 months from now (N=397) u S e A P I S
today... this is
expected to
0
grow to 50%
over the next
)
(WO years.

ROUGHLY
HALF OF OUR
APPLICATIONS

ALL OF OUR

MOST OF OUR

15% APPLICATIONS

APPLICATIONS

32%




Security Risk with High Numbers of
APls per Application

More than three-quarters (76%) of organizations report that they have
an average of 26 APIs per application deployed. High percentages of
organizations are using open APIs for public consumption, connecting
applications with partners and connecting microservices. Security
teams need to ensure every connection is secure to meet their key
business drivers of keeping applications running and secure.

How APIs are used.

.\ 67%

Open APIs for public
consumption

Average number of APIs per application.

N

1%

1to 5

6%
L

6 to 10 11 to 25

64%

Connecting applications
with partners

26 to 50

51to 75

5%
N
76 to 100

1%

More than
100

91%

Connecting
MICroservices



Frequency of APl Updates

In addition to facing challenges from the rapidly growing number of APIs and their exposures from the associated types
of connections, security teams are challenged keeping up with the speed of API updates. More than one-third (35%) of
organizations release updates daily, and another 40% update on a weekly basis.

1

Nore than
one-tnird

Frequency with which organizations typically change or update APIs.

<3 5O/o> Of
organizations
release

o updates daily.’

frequently




Percentage of organizations’ APIs exposed
to the internet.

APl Exposures and Connections

APIls are important for building modern applications that can call other services, applications,
or data. Every APl or update can add attack surface if it is not secured because of the way that
they are connected and the related exposure. While most applications use APIs, the majority of
organizations don't have high percentages of internet-facing APIs. This indicates that many are
internal-facing, likely for connecting multiple microservices. A high percentage of APIs connect
applications to other applications. This reflects the increasing trend of sharing open APIs for

integrations, which could be with internal departments within companies or external third-party 49 13%
developers or business partners to connect applications for richer functionality. The data also — 1%
shows that organizations recognize the growing percentage of cloud/internet traffic that is AP! —
traffic, underscoring the importance of API security in their network security strategies. 1% to 10% 11% to 25% 26% to 50% 51% to 75%  More than 75%
HEN Percentage of APlIs that are third-party APIs . _ Percentage of cloud/internet traffic
—+—  connecting to other applications. — that is AP traffic.
1%t010% 4% 1% to 10% 3%
11%t025% (N 25% 11% to 25% 24%
26%1050% (NN 54% 26% o 50% 49%
51%t075% (R 16% 51% to 75% 22%
More than 75% ( 2% More than 75% 2%




API Security
Incidents Are
Pervasive,
Resulting in Many
Challenges and
Shortcomings




Security Incidents from
Insecure APIs

As the number of APIs continues to proliferate,
organizations have suffered from security
incidents related to insecure APIs over the past
12 months. Despite having multiple products in
place addressing API security, more than half
(57%) faced multiple incidents, and 35% faced
at least one incident within the last year.

Have organizations experienced a security incident related to insecure APIs in the last 12 months?

We have experienced
multiple security
incidents related to
insecure APIs in the
last 12 months,

97%

We have experienced
one security incident
related to insecure APIs
in the last 12 months,

39%



Types of API Security Incidents and Their Impacts

Security teams need effective ways to manage security risk to support the growing usage of APIs because they open them up to exposure to a wide variety of attacks. Organizations
have suffered a range of security incidents from insecure APIs, including account takeover, denial of service attacks, and data breaches. These attacks can have serious impacts for
organizations, and this impedes them from meeting their top application security drivers for application uptime, customer service, and cost management.

Types of security incidents from insecure APlIs. Impacts of API security incidents.

Account takeover (ATO) Additional web application protection products or
services added °
Denial of service (DoS) attack Negative impact to shareholder value or brand o
-
standing
Negative customer experiences
Infrastructure cost overruns



AttaCkS Despite Security Discrete tools used to protect web applications.
Solutions in Place

Nearly three-quarters (74%) of organizations
believe they have a robust API security program Q
with processes and controls in place for API
security. They have multiple web application

protection tools in place, including APl security

tools, web application firewalls (WAFs), and API 50% 57% 50% 48% 42%
gateways, as well as d'Str'b,Uted Dos mitigation API Web application API Distributed denial of Bot
and bot management solutions. security tools firewall (WAF) gateways service mitigation management

Status of API security capabilities.

We have a robust API security program with the right processes and 74%
controls in place to secure APIs in our cloud applications ¢

We have some processes and controls in place for API security

We have minimal policies, processes, and controls in place for API
security and rely too much on individual efforts and manual measures o




Top API Security Challenges

Despite having robust API security programs with multiple tools in place, organizations face many challenges across application security. These are challenges managing multiple
tools and gaining visibility into and control over elements that are scaling rapidly with cloud-native development. For APIs, they are particularly challenged with inventories that would

enable them to consistently apply security processes and policies.

Biggest challenges organization have faced with API security.

Lo

29%

Using multiple API
management tools

27%

Enabling developers to
perform API security
testing before deploying
applications

25%

Accurately inventorying
APIs used in our
organization

28%

Lack of control
over/visibility into
deployment of APIs

26%

Data governance and/or data
exposure issues as a result
of insecure APls

24%

Using application security
tools not purpose built for
API| security

' 4
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27%

Accurately inventorying
third-party APIs used by our
applications

26%

Discovering and
remediating
misconfigured APIs

21%

APIls possibly exposing
sensitive data

27%

Inconsistent
adoption of AP
specifications

26%

Keeping pace with
the threats targeting
our APIs



API Security Concerns

Knowing how the numbers of APIs are increasing, the wide variety of security concerns shows the urgency in addressing them to effectively manage cloud security risk. The
top concern is around authentication, which is alarming because every connection needs effective authentication to be secure. There are also many visibility concerns, including

identifying and tracking APIs, discovering shadow APIs, and zombie APIs. The range of concerns underscores the need for organizations to find a better approach to securing
their APIs.

Level of concern for API security.

m Significant concern ®m Moderate concern = Not a concern
Problems with authentication of APIs 41% 47% 12%
Possibility of account takeovers 39%

|dentifying and tracking third-party APls 38%

Using application security tools not purpose built for API security 38%
Shadow/undiscovered APIs 38%

Abusive behavior bypassing application security tools 38%

Denial of service attacks 38%

Data governance and/or data exposure issues as a result of insecure APIs 37%

Abusive behavior bypassing bot management 37%

Outdated/unneeded APls (zombie APIs) 33%

0% 20% 40% 60% 80% 100%



Types of API vulnerabilities that are of greatest concern.

34%

Sensitive data
exposure

30%

Distributed denial of
services attacks

27%

Man-in-the-middle
attacks

31%

Attribute-based access
control vulnerabilities

29%

Code injection
attacks

26%

Parameter
tampering

P4

31%

API business
logic flaws

28%

Privilege escalation
attacks

23%

Cross-site request
forgery attacks

Wide Range of API
Vulnerabilities Causing
Concern

APIls play such an important role in modern
applications by connecting them to other
services, applications, and data, which makes
them vulnerable to a range of attacks.

Organizations are concerned about the wide
range of API security susceptibilities that could
expose them to serious attacks, including
sensitive data exposure, access control
vulnerabilities, and APl business logic flaws.




Building an Effective
API Security Strategy
Involves a Variety of
Tools and Developer
Participation




Time it typically takes to remediate an API vulnerability.

The Need to Drive Remediation Efficiency

For security to support the scale and speed of growing APIs, they need tools to help drive
efficient remediation so they can respond quickly to vulnerabilities. The data shows that
more than two-thirds can respond within a day, with 39% reporting the ability to do so
within hours. When vulnerabilities expose sensitive data, that time is precious.

B 46% Hours
B 32% One day

The data also shows organizations are relying more on manual testing and review

versus automated alerting to protect their sensitive data. As organizations scale with
increasing product releases and higher numbers of APIs to add functionality and services
to their applications, this is not sustainable. Security teams need fewer tedious manual
tasks and solutions that can automate alerting to drive efficient actions that remediate
vulnerabilities exposing them to risk.

B 19% One week

B 2% Several weeks

Methods of ensuring APIs do not expose sensitive data.

79%

Manual testing and review

63%

Automated alerting




Key API Security Capabilities

Organizations are looking for API security solutions with a comprehensive set of features, rating a wide range of capabilities as important or very important. Many important capabilities
are related to the security concerns mentioned earlier, including identifying and tracking APIs, APl authentication, and ways to block attacks or excessive traffic. [dentifying APIs with
sensitive data, which would help provide context to prioritize actions for better protection, was identified as a very important capability of an API security offering.

Importance of API security capabilities.

m VVery important m Important ® Not that important
|dentifying APIs with sensitive data 50% 44% 5%
Blocking excessive/abusive traffic 48% 44%

Addressing OWASP API Top 10 46% 48%

Alerting on sensitive data exfiltration 46% 47%
Developer testing to identify and fix misconfigurations 45% 47%
Audits and logging 44% 50%

|dentifying and responding to attacks 44% 49%

Blocking attacks 43% 53%
API security testing 43% 50%

API| authentication 41% 49%

Compliance 40% 52%

Inventory of all APls 39% 52%

0% 20% 40% 60% 80% 100%



Effectiveness of Discovery and Tracking Processes and Tools

Inventory and discovery of APIs are foundational to an effective API security program. Many organizations are using some combination of API gateways, API security tools, and
Cl/CD tools, and the majority rate them as mostly effective for API discovery and tracking. However, it is worth noting that despite the fact that they are using multiple tools, manual
discovery and tracking is also seen as mostly effective.

Tools or processes used to discover and track APIs.

m Completely effective = Mostly effective = Somewhat effective

0% 20% 40% 60% 80% 100%

Many organizations
are using some
combination of

AP| gateways, API
security tools, ana
Cl/CD tools’”




NEARLY HALF

classity IAST tools as
completely effective.

Tools used to discover and remediate APIs.

Interactive application security testing (IAST)

Runtime application self-protection (RASP)

Runtime risk assessment tools

Static application security testing (SAST)

Dynamic application security testing (DAST)

API specification conformance tools

0%

m Completely effective

APl Code Remediation with Application Security Tools

For remediating API coding issues, organizations are typically utilizing their multiple application security
tools, including testing tools, runtime application self-protection, runtime assessment tools, and API
specification conformance tools. As was the case with discovery and tracking API tools and processes,
these tools were most rated as completely or mostly effective, with nearly half classifying iIAST tools as
completely effective.

m Mostly effective ® Somewhat effective

46% 39%

43% 43%

42% 45%

42% 43%

42% 42%

41% 45%

20% 40% 60% 80% 100%



Effectiveness of Tools in Stopping or Blocking Attacks

Organizations are also using a plethora of tools to stop or block attacks on APIs. In terms of their efficacy, as was the case with other tools and processes in place to secure APIs,
the majority rated tools such as web application and API protection (WAAP), web application firewalls (WAFs), and runtime application self-protection (RASP) tools as mostly or
completely effective.

Tools used to stop or block attacks on APls.

B Completely effective = mMostly effective  m Somewhat effective

Web application and API protection (WAAP) 46% 40%
Runtime application self-protection (RASP) 42% 43% 13% O rg a n i Zat i 0 n S

Intrusion prevention systems (IPSs) 42% 43% 13% are usS i N g a
Next-generation firewalls (NGFWs) 40% 45% 13% p I et h 0 ra Of tO 0 I S

to stop or block
API security tools 37% 49% atta C kS O n A P ‘ S .”

0% 20% 40% 60% 80% 100%

Web application firewalls (WAFs)




Increasing Cooperation between Security
and Development

To mitigate risk, security should be involved in securing APIs before they are deployed. More
than half (54%) of teams responsible for securing APIs are involved with development as soon
as or before they are published, so there is still a lot of room for improvement. However, it is
promising that organizations rate a high percentage of developers as having either a good
(22%) or high (71%) level of API security knowledge. Overall, 89% of organizations provide
formal APl security training to their development teams, which jumps to 96% among those
reporting their developers have a high level of knowledge about API risk.

Developer understanding of API risk.

Highlevelofknoviecse (N
Good level of knowledge - 22%

Limited level of knowledge ‘ 8%

When security becomes involved in API publication process.

As soon as or before Once they are live
APlIs are published, and in production,

94% 46%

89%

of organizations provide
formal API security training
to their development teams.

> @
=

Percentage of organizations that provide formal API security training to
development teams based on API security risk knowledge of development teams.

96% 76% 68%

HIGH level of GOOD level of LIMITED level of
knowledge for API knowledge for API knowledge for API
security risks security risks security risks



Organizations
Are Committed
to and Investing
in Solidifying API
Security Posture




API Security Investments and Future Plans

Organizations are prioritizing investing in API security because of its importance in enabling
digital transformation. The data shows that most organizations have dedicated budget for API
security, and most expect to increase their investments in API security solutions over the next
12-18 months. The areas in which organizations expect to focus their increased spending include
API security tools, with many looking for API security capabilities in other tools like cloud-native
application protection platforms (CNAPPs), application security tools, APl management tools,
WAFs, bot management, and DDoS mitigation tools.

Source from which API security is funded.

60% 30%

- A dedicated AP| Discrete web application and API

@ security budget protection budget within other security
program budgets, such as network
security or application security

iy o J

L\ 5% » 3%

(:@‘ Discrete web application ana Discrete web application and API

API protection budget within
other non-security IT or line-of-
business program budgets

protection budget within cloud
services program budgets

Expected change in API security spending over the next 12-18 months.

66%

Significant
Increase

29%
Slight
Increase

Areas of expected increased API security spending.

API security tools

Cloud-native application protection
platforms (CNAPPs)

Integrated application security and API
security tools

APl management tools

Web application firewalls

Bot management tools

DDoS mitigation tools

45%

43%

41%

34%



Plans for optimizing API security with cloud-native security strategies.

Build a cloud application security strategy that can be used across
heterogeneous public and private clouds

Work with managed service providers to manage cloud
application and API security

Incorporate more automation between IT/security teams and
application owners/developers

Work with professional services firms to refine strategies and/or
implement tools

Move more web application protection controls to the cloud

Reduce the number of vendors to improve efficacy of cloud-native
application protection

Reduce the number of vendors to simplify procurement or
usability

Hire more personnel

38%

37%

36%

35%

34%

31%

31%

24%

The Importance of
API Security for Cloud
Security Optimization

Organizations should look for API security
solutions that fit well into their overall cloud
security strategy to support digital transformation.

As a key element of cloud-native development,
gaining control of securing rapidly growing APIs
will have a high impact on effectively managing
security risk to enable the business to scale.

Organizations indicated their strategies for
optimizing their programs to scale security with
modern application development.




gatatheorem

Prevent AppSec Data Breaches

Data Theorem is a leading provider of modern application security, helping customers prevent AppSec data breaches.
Its products focus on API security, cloud (serverless apps, CSPM, CWPP, CNAPP), mobile apps (i0S and Android), and
web apps (single-page apps). Its core mission is to analyze and secure any modern application anytime, anywhere.
The award-winning Data Theorem Analyzer Engine continuously analyzes APIs, Web, Mobile, and Cloud applications
in search of security flaws and data privacy gaps. The company has detected more than 5 billion application incidents
and currently secures more than 25,000 modern applications for its enterprise customers around the world.

Data Theorem is headquartered in Palo Alto, Calif., with offices in New York and Paris.

LEARN MORE

ABOUT ENTERPRISE STRATEGY GROUP

TechTarget's Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market
intelligence, actionable insight, and go-to-market content services to the global technology community.


https://www.datatheorem.com/
https://www.datatheorem.com/resources/reports/securing_the_api_attack_surface_esg

Research Methodology and Demographics

To gather data for this report, TechTarget's Enterprise Strategy Group conducted a comprehensive online survey of IT, cybersecurity, and application development professionals
from private- and public-sector organizations in North America between March 9, 2023 and March 14, 2023. To qualify for this survey, respondents were required to be
responsible for evaluating or purchasing cloud security technology products and services. All respondents were provided an incentive to complete the survey in the form of cash
awards and/or cash equivalents.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were
left with a final total sample of 397 IT, cybersecurity, and application development professionals.

RESPONDENTS BY NUMBER OF EMPLOYEES RESPONDENTS BY AGE OF ORGANIZATION RESPONDENTS BY INDUSTRY

Manufacturing | IEEEEE 27 %/

51%

Retail/wholesale GG 16%

Communications and o
o N 12%

Technology I 9%
Healthcare | 8%

0
25% 26%
Business services | 8%
7%

38%
17%
10% 11%
(1]
8%
20/, 4%
- — B 1%

100 to 500to 1,000to 2,500to 5,000to 10,000 to 20,000 or 1to5years 6to10years 11 to 20 years 21 to 50 years More than 50
499 999 2,499 4,999 9,999 19,999 more years

Financial | 6%

Other NN 15%
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