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Why this Briefing
and What is it About?
This is the �me for civil society organiza�ons (CSOs) and social movements from all 
over the world to unite under a strong call for a systemic transforma�on of the global 
trade and financial architecture and global division of labor, towards a just, green, and 
feminist recovery post-COVID-19. And the UN, as the only global ins�tu�on 
mandated to address economic and social challenges where developing countries 
have an equal say, is the space to do so. This is where the UN Financing for 
Development (FfD) process comes in - as a space to advance on the systemic changes 
we urgently need to see.

This briefing on Technology is part of a broader toolkit introducing the FfD process and 
the Civil Society FfD Mechanism’s role in it, being built as an a�empt to make naviga�ng 
the FfD process and its interrelated domains more accessible for a non-technical audience. 

In this briefing we explore the contradic�ons between the expansion of the digital economy 
on the one hand and the persistent digital divide on the other. We also highlight how 
shaping decision-making on global economic governance at the UN has the poten�al to 
bridge the digital and development gap and transform our global economic systems to 
reduce inequali�es within and between countries and make them work for people and the 
planet.

Box 1. The Civil Society Financing for Development Mechanism

The CS FfD Mechanism is civil society’s coordina�on body for collec�ve engagement in the 
FfD process. The Mechanism has been ac�ve in its present format (Global Social Economy 
Group - GSEG listserv) since the Doha FfD Review Conference in 2008, though many of its 
members are engaged since the Monterrey FfD Conference in 2002. It is an open virtual list 
containing several hundreds of organiza�ons and networks from diverse regions and 
cons�tuencies around the world. CS FfD Mechanism’s core principle is ensuring that civil 
society can speak with one collec�ve voice.

To join the CS FfD Mechanism, please fill the google form at this link.

https://csoforffd.org/join-the-cso-ffd-group/
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The Challenge: The Digital Divide
The digital divide cannot be fixed without addressing the 
underlying development divide

The use of digital technologies that allow communica�ons and remote access through the 
internet and processing large amounts of data are rapidly spreading. Globally, internet traffic 
has seen a thousand-fold increase within the last three decades. It is es�mated to be at 4.38 
ze�abytes1 in 20222, compared to 3 ze�abytes in 2020 and 100 gigabytes per day in 1992.3

In 2023, 78 per cent of the world popula�on aged 10 and over own a mobile phone.4  This 
rapid spread of digital technologies is transforming many aspects of social life, including how 
we communicate, access services, work, and buy things we need. Along with trade and investment 
liberaliza�on and deregula�on, digital pla�orms and ar�ficial intelligence have entered the 
business of connec�ng different economic actors within and across borders in fields such as 
transporta�on, tourism, media, labor, e-commerce, etc. As a result, the size of the digital 
economy in 2019 was es�mated to be between 4.5% to 15.5% of the global GDP.5

Lockdowns and other physical distancing measures during the COVID19 pandemic spurred 
an even more rapid adop�on of digital technologies as more ac�vi�es took place online. 
Internet users increased from 4.1 billion in 2019 to 5.4 billion in 2022.6 In Southeast Asia 
alone, the digital economy surpassed USD 100 billion in 2020 and is set to triple by year 
2025, with op�mis�c es�mates of increasing up to USD 1 trillion by year 2030.7

Digital technologies and connec�vity are also powering the emerging Industry 4.0, also known 
as the Fourth Industrial Revolu�on. Industry 4.0 combines hardware, so�ware, and connec�vity 
which not only enable remote access, but also harness and analyze large amounts of data, 
which then allow automa�on of produc�on and business processes through ar�ficial intelligence. 
This technological leap has broad implica�ons not only on business efficiency, but also on 
the way produc�on is organized between countries, as more and more processes that previously 
required human labor can now be replaced with robots and AI-powered services.

However, not all are able to enjoy the benefits of the expansion of the digital economy and 
the emerging Industrial 4.0, because of the underlying development divides between the 
Global North and Global South countries, between rural and urban popula�ons, as well as 
between women and men. While 5.4 billion were able to access the internet in 2023, this 
is only equivalent to 67% of the world’s popula�on.8 The remaining 33% or 2.6 billion that 
are s�ll offline are predominantly in less developed regions and countries. Internet access is 
lowest in Africa at 37% and Asia at 66%. In least developed countries and low-income countries, 
65% and 75% of the popula�on respec�vely are offline. In comparison, internet access in 
Europe is at 91% and in the Americas at 87%. Internet access is also higher among urban 
popula�ons which is at 81% compared to the 50% in rural areas. Gender dispari�es in digital 
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access also persists. Women are about 8% less likely to own a mobile phone than men, and 
among those not owning a mobile phone, women outnumber men by 35%.9 Only 65% of 
women globally use the internet, compared with 70% of men. Among those who are offline, 
women outnumber men by 17%.10 It is safe to assume that most of these women are in Asia 
and Africa, where 37% and 68% of women, respec�vely, do not have access to the internet. 
In low-income countries, 80% of the women do not use the internet.

Coverage and affordability remain barriers to internet access. Worldwide, 100% of urban 
popula�ons is covered by 3G and 4G networks while 95% of the rural popula�ons is covered 
by 2G, 3G and 4G networks.11 Only 38% of the global popula�on is covered by the newer 
5G technology. While 4G remains a good alterna�ve, low-income countries s�ll have lower 
coverage wherein 55% do not have access to 4G networks. While popula�ons in low-income 
countries have lower access to be�er internet networks, they also must pay more. Data-only 
mobile broadband (2GB) subscrip�on amounts to 9.3% of the average annual income in 
low-income countries which is 22 �mes higher compared to high-income countries.12 The 
disparity is even wider in prices of fixed broadband subscrip�ons (5GB) where prices amount 
to 33.7% of the average annual income in low-income countries, making it 33 less affordable 
compared to high-income countries where the same service costs only 1% of the average 
annual income.

The digital divide between developed and developing countries creates an unequal playing 
field in interna�onal trade that is �lted in favor of developed countries. The lack of or subpar 
connec�vity and digital public infrastructures as wells as problems with access to stable 
sources of electricity in developing countries affect their prospects for benefi�ng from 
interna�onal trade as the digitaliza�on of manufacturing processes as well as business processes 
related to exports and imports further increases.13 On the other hand, the lack of policy space 
and capacity of governments to regulate the ac�vi�es of Big Tech especially in developing 
countries allows them to extract massive profits from different services, agriculture, as well 
as people’s data, which have significant consequences on consumer, data and privacy protec�on, 
taxa�on, employment, decent working condi�ons, access to land and other resources, and 
human rights.

The development divide that underpins the digital divide is also very apparent in the differing 
levels of governments’ readiness to use AI to deliver public services. According to the 2023 
AI Readiness Index by Oxford Insights,14 low-income countries have just started to publish 
their AI development and governance strategies in 2023 compared to high income and upper 
middle-income countries who have published such strategies star�ng 2017. Low-income 
countries also typically lack a mature technology sector that is supported by adequately 
funded research and development, and human capital or the people that have the skills and 
educa�on to work in the sector. Aside from scoring low in the infrastructure needed to 
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support AI development and u�liza�on, low-income countries also do not have the extensive 
volumes of data that AI typically needs to func�on. 

Thus, it is not surprising that the economic benefits of digital technologies, including AI, are 
heavily �lted in favor of developed economies, par�cularly United States and China, because 
of their massive investments in research and development. China and United States are leading 
in terms of numbers of researchers, publica�ons, and patents in digital technology. They also 
have “almost 90 per cent of the market capitaliza�on of the world’s largest digital pla�orms. 
The largest such pla�orms – Apple, Microso�, Amazon, Alphabet (Google), Facebook, Tencent 
and Alibaba – are increasingly inves�ng in all parts of the global data value chain: data collec�on 
through the user-facing pla�orm services; data transmissions through submarine cables and 
satellites; data storage (data centers); and data analysis, processing and use, for instance 
through AI. They have become global digital corpora�ons with planetary reach; huge financial, 
market and technology power; and control over large swathes of data about their users.”15

COVID19 boosted the earnings of these Big Tech companies, with Microso� and Google 
seeing their revenues rise to 21% and 70%, respec�vely, during the second quarter of 2021.16

This is likely to con�nue as the pla�orms created by these companies tend to concentrate 
large numbers of users, whose steady increase in turn creates network effects that makes it 
difficult for users to switch to alterna�ves even when they do exist.

The development and digital divide are a consequence as well as a source of inequali�es in 
the global economic governance. Colonial exploita�on and subsequent neoliberal policies 
con�nuously rob developing countries of natural, human, and financial resources for the 
benefit of developed countries and the super-rich, which consequently denies developing 
countries access to resources to further their own technological progress. Structural adjustment 
programs and austerity measures reduced public expenditures including on research and 
development. Corporate tax dodging drains at least USD 100 billion/ year from low-income 
countries.17 Soaring debt levels and the resul�ng pressure to increase debt servicing payments 
further siphoned USD 10 billion to USD 33 billion from Least Developed Countries (LDCs) 
between 2011 to 2019, and this is projected to increase to USD 43 billion in 2022 because 
of pandemic borrowing.18 These resources could have been used by developing countries to 
invest in social services, scien�fic research and technological development. Meanwhile, restric�ve 
intellectual property regimes have prevented real technological transfer from developed countries 
to developing countries, which further contributes to the exis�ng digital divide. 

Access to digital technologies alone unfortunately does not guarantee that developing countries 
and their ci�zens will benefit from their use. Policy space is also needed by developing countries 
to ensure that they can implement laws and measures that will provide an enabling environment 
for digital technology to promote people and planet-centered sustainable development. These 
include the ability to tax the digital economy; guaranteeing the protec�on of human rights, 
including labor rights as well as access to land and resources by farmers and indigenous 
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peoples; and ensuring that digital technologies and the data produced from using them are 
controlled by the public to pursue public interest instead of being priva�zed and used for 
profit-seeking by corpora�ons.

Links with Taxation and Domestic Resource Mobilization

Aside from enjoying the benefits of low corporate tax rates, mul�na�onal companies have 
been employing means to lessen their tax burden through tax dodging. These measures 
include loca�ng subsidiaries in jurisdic�ons that have low taxes or protect from taxa�on 
some types of incomes such as royal�es paid on use of so�ware. The digital economy enables 
these old-school tax dodging strategies to be employed more aggressively by mul�na�onal 
corpora�ons, specially by digital technology companies, as they may not need local presence 
in a country to operate their businesses. As the share of digital services in economies grow, 
na�onal tax bodies face the difficult challenge of taxing cross-border digital trade to contribute 
to domes�c resource mobiliza�on to meet development needs.

Member-countries of the Organiza�on for Economic Coopera�on and Development (OECD) 
a�empted to address tax challenges associated with globaliza�on and the digital economy 
by coming up with a Two-Pillar solu�on in October 2021. Pillar One “applies to about 100 
of the biggest and most profitable MNEs [Mul�na�onal Enterprises] and re-allocates part of 
their profit to the countries where they sell their products and provide their services, where 
their consumers are.”19 Meanwhile, Pillar Two subjects mul�na�onal corpora�ons (MNCs) to 
a global minimum tax rate of 15%. However, tax jus�ce advocates decry that the proposed 
solu�ons not only fall short of addressing the root causes of tax dodging corpora�ons, these 
will also “limit the right to tax of source countries to a small propor�on of MNCs’profits and 
entrench taxing rights to headquarter countries over global profits.”20 Indeed, the scope of 
Pillar One to a hundred or so MNCs is not enough for developing countries to raise taxes 
from a significant number of MNCs while the minimum tax rate of 15% in Pillar Two is too 
low to disincen�vize profit shi�ing and can result in a “race to the minimum” levels of taxes 
among countries with higher corporate taxes.

Digital trade rules present in some regional trade agreements such as the Comprehensive 
and Progressive Agreement for Transpacific Partnership (CPTPP) and those being proposed 
in the World Trade Organiza�on (WTO) can restrict the fiscal and regulatory space of governments, 
especially of developing countries, in rela�on to the digital economy. The liberaliza�on of 
data flows, the removal of restric�ons on data localiza�on and disclosure of source codes 
and algorithms, the removal of customs du�es on electronic transmissions, as well as wider 
market access for corpora�ons under the General Agreement on Trade in Services (GATS) 
can prevent governments from taxing digitalized corpora�ons.21 These rules are also expensive 
for developing countries to comply with, which can nega�vely affect their trade compe��veness 
against developed countries.22
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Linking local businesses to the global market is one of the touted benefits of e-commerce 
powered by pla�orms. However, the increased market access of Big Tech companies like 
Amazon and Alibaba through e-commerce pla�orms endangers the market shares of local 
medium, small, and micro enterprises which have less capitaliza�on and other related resources 
compared to Big Tech that control the pla�orms. Aside from taking from up to 40% in sales 
commissions, e-commerce pla�orms also abuse sellers’ and buyers’ data.23 Using insights 
gained from data analyzed by AI, they can undercut local sellers through offering compe��ve 
prices for the same products, segment and target buyers, and manipulate search results to 
direct buyers to the Big Tech’s own e-commerce shop. This puts into ques�on whether local 
medium, small, and micro enterprises (MSMEs), especially those owned by women, are benefi�ng 
from e-commerce pla�orms by expanding their reach beyond na�onal borders. There is scant 
evidence to prove that this is happening. In 2021, studies were done by the Interna�onal 
Financial Corpora�on in partnership with e-commerce pla�orms Jumia in Africa24 (Nigeria, 
Kenya, Cote d’Ivoire) and Lazada (majority owned by Alibaba) in Southeast Asia25 (Indonesia, 
Philippines) on women’s par�cipa�on in these pla�orms. Results showed that even though 
there is a higher incidence of women-owned businesses in the countries where the study 
was conducted, these are smaller, have lower average sales and have fewer employees compared 
to male-owned businesses. 

Box 2. Cryptocurrencies: Reinforcing Illicit Financial Flows and Inequali�es

Cryptocurrencies have gained popularity because of their supposed advantages such as 
resistance of fraud, preven�on of leakage of personal informa�on, instant and secure 
transac�ons, and freedom from central bank regula�on. Some claim that this can promote 
financial inclusion for unbanked populations in developing countries as access to physical banks 
is not needed to join and make transac�ons. Unlike fiat money, cryptocurrencies such as 
Bitcoin, Ethereum, Tether, and Binance are digital, encrypted, and decentralized mediums of 
exchange based on blockchain technology, which is supposed to be immutable and therefore 
not suscep�ble to manipula�on.

The decentralized nature of cryptocurrencies and the possibility to make untraceable transactions 
using these currencies makes them hard to regulate and prone to being used to channel illicit 
financial flows. 

Cryptocurrencies are targeted for transferring money for illegal ac�vi�es including in countries 
such as Russia,26 Bosnia and Herzegovina, Montenegro, and Serbia.27 The untraceability of 
incomes and transac�ons in cryptocurrencies also make them difficult to tax, which can harm 
the tax base of governments, especially developing countries. 

The digital divide also prevents widespread access to cryptocurrencies, which can be another 
source of inequality. Evidence indicates that wealth inequality in cryptocurrencies mirror that 
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of the real-world economy.28 A study conducted by Na�onal Bureau of Economic Research 
(NBER) in 2021 found out that just 0.01% of the es�mated 114 million people holding Bitcoin 
own 27% of the 19 million bitcoins in circula�on.29 The study also found out that just around 
50 miners or 0.1% control 50% of the mining capacity in Bitcoins.

Mining cryptocurrencies is targeted by climate jus�ce ac�vists because it is energy-intensive, 
which contributes to GHG emissions especially from energy systems that are dependent on 
fossil fuels. Kazakhstan, which became the 2nd top location for bitcoin miners after the Chinese 
crackdown, suffers from power outages due to the large stress of the power consump�on on 
the country’s already ailing and coal-dependent energy infrastructure.30

Box 3. The Digital Divide and Climate Change

The sixth assessment report of the Intergovernmental Panel on Climate Change (IPCC) has 
warned that Earth is very close to irreversible tipping points and that humans will face unavoidable 
multiple climate hazards over the next two decades. Inaction will lead to loss of life, biodiversity, 
infrastructure, and increased inequali�es.

According to the Interna�onal Telecommunica�on Union (ITU), digital technologies contribute 
to both worsening climate change as well as to solving it.31 Using digital technologies produces 
carbon emissions from energy use and contribute to toxic e-waste often dumped in low-income 
countries.32 On the other hand, digital technologies promise to improve monitoring 
temperatures, carbon dioxide, and pollu�on levels, and forecas�ng of extreme weather events. 
They also have the poten�al to reduce carbon emissions from other sources by replacing travel 
with teleworking and videoconferencing, or physical books with electronic books. 

Developing countries and marginalized popula�ons dispropor�onately suffer the combined 
impacts of the digital divide and climate change. First, while developing countries have 
significantly lesser GHG emissions compared to developed countries, they are more vulnerable 
to the impacts of climate change. Second, the minerals and metals used to produce digital 
technologies (laptops, cellphones, ba�eries, microchips, etc) are extracted from developing 
countries which contribute to environmental destruc�on and GHG emissions. Factories that 
manufacture digital technologies are also o�en located in developing countries where labor is 
cheap, flexible, and working condi�ons are bad. Lastly, structural inequali�es at the global, 
na�onal, and community levels prevent developing countries and marginalized popula�ons 
from accessing digital technologies that can help them adapt to climate change.
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Protection of Human Rights

The protec�on of human rights is a major concern in the digital economy. The widespread use of 
digital technologies such as social media, shopping and ride hailing applica�ons, as well as some 
COVID19 contact tracing apps enables the collec�on of personal data of individuals such as names, 
addresses, spending habits, and even daily rou�ne movements. Surveillance is further taken into 
another level in the Smart Ci�es, par�cularly those being built by China within its own borders as 
well as in other countries through investments in the Belt and Road Ini�a�ve. China’s Safe City 
video surveillance technology integrates various “public security solu�ons,” including command 
centers, CCTV cameras, intelligent video surveillance, facial and license plate recogni�on, crowd 
monitoring, situa�onal awareness detec�on, noise monitoring, abandoned object detec�on, and 
social media analysis. This technology has been deployed in Central Asia and Southeast Asia to 
enhance urban security. However, similar systems have been used within China, par�cularly in 
Xinjiang, where their deployment has contributed to extensive surveillance of the popula�on and 
has been linked to human rights abuses.

While job precarity predates the rise of technology companies, it is certainly being exacerbated by 
them. In the gig economy pla�orms, the seeming lack of employer-employee rela�onship between 
the worker/service provider and the pla�orm, and the lack of collec�ve bargaining, prevent workers 
from demanding job security, protec�on, and living wages from the pla�orm’s company. Addi�onally, 
the non-requirement of local presence of the pla�orm’s company poses difficul�es to the 
implementa�on of domes�c rules on employment and workers’ rights, including those that affirm 
women’s rights such as maternity leave and childcare benefits. The flexibility offered by pla�orm jobs, 
while providing women income, glorifies the situa�on where women are doubly burdened by unpaid 
care while working in insecure and unprotected jobs.33 They also face difficul�es in finding protec�on 
from gender discrimina�on and sexual harassment. In a study done by ILO on app-based taxi and 
app-based delivery workers, female respondents in Indonesia were more likely to have experienced 
or witnessed discrimina�on or harassment than their male counterparts.34

AI and the algorithms on which they are based on control the work alloca�on in pla�orm-based jobs. 
Because of this, these technologies need to be examined to prevent any possible discrimina�on 
especially against already marginalized sectors. However, proposals in digital trade rules on secrecy 
and intellectual property can prevent the examina�on of algorithms, which are o�en designed by 
men without considera�on for gender-specific needs or biases. There is evidence that gender-biases 
in AI have been detrimental to women where AI determine allocation of jobs, resources, and services.35

Meanwhile, the applica�on of digital technologies such as GPS and blockchain found its way into 
facilita�ng investments in land and agriculture. While these technologies can help governments 
a�ract and manage foreign investments into their countries, they have nega�ve implica�ons on 
the right to land of groups that are tradi�onally marginalized such small farmers, especially peasant 
women. The rights of indigenous peoples can also be violated, since their customary prac�ces of 
land ownership may not be acknowledged by governments and may not align with individual forms 
of land ownership favored by investments.
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Box 4. Digital Land Grabs

With the aid of GPS, blockchain technology is currently being used to digitally iden�fy and 
record parcels of land to make them available for foreign investments. Blockchain, which is 
also the underlying technology in the operation of cryptocurrencies, is a decentralized, distributed 
database that packages records of transac�ons or values into encrypted blocks and sends them 
across a (public or private) peer-to-peer network. Each data block contains a digital signature 
(hash), timestamp and a reference to the previous block, creating a growing chain of unalterable 
records. In the context of land administra�on, it is being used to record land �tles, facilitate 
land transac�ons, and make informa�on about these available in web-based pla�orms and/or 
mobile apps. 

Proponents such as World Bank, Asian Development Bank, and private companies selling the 
technology argue that using georeferencing and blockchain will reduce costs for governments 
in land administra�on, lessen fraud and corrup�on, and facilitate the access to informa�on 
between landowners and potential investors. However, the digitalization of the land registration 
and �tling process is currently worsening landgrabs in developing countries.

In Argen�na, Paraguay and Bolivia, land registra�on with the help of georeferencing enabled 
corpora�ons and rich individuals to seize public lands as well as lands tradi�onally occupied 
by Indigenous peoples and small farming communi�es.36 The requirements of digital land 
registra�on worked against the marginalized communi�es who did not have access to the 
technology, finance, and services needed to register their lands. In Rwanda, the government 
implemented a digital land registra�on system star�ng in 2009 which was funded by DfID, 
Sweden, The Netherlands and the EU. The informa�on in the land registra�on system was also 
made available to microfinance ins�tu�ons and banks who in turn are able to define their 
customer base and make loan decisions to Rwandans who resort to distress borrowing. An 
evalua�on report of the ini�a�ve warned that the digitalized land registra�on may facilitate 
land concentra�on among the affluent and worsen rural poverty as it is now easier for poorer 
households to sell their lands in �mes of distress.37

Box 4. Digitaliza�on of Agriculture

The impacts of climate change on food produc�on provided the impetus for big agricultural 
corpora�ons such as Bayer and non-profits such as the Bill and Melinda-Gates Founda�on 
promote climate-smart agriculture using gene�cally modified seeds (GM seeds), chemical 
pes�cides and fer�lizers, as well as digital agricultural systems. Digital agriculture proponents 
claim that with the help of sensors and unmanned avia�on systems (aka drones), the use of 
farm inputs such as water, fer�lizers, and pes�cides can be monitored and be made more 
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efficient. They also claim these technologies can be used for surveillance of plant diseases, to 
develop solu�ons and predict harvest outputs that can facilitate trade in agricultural futures, 
and help farmers access credit. Robo�cs and remote access would poten�ally replace physical 
human labor and in turn make farm processes more efficient. 

However, the digitaliza�on of agriculture increases agri-giants’ control of food systems through 
their collec�on of agricultural informa�on when using digital technologies. They are able to 
shape how agriculture is done according to their business models. This not only increases the 
revenue for agri-giants, but also erases local and indigenous knowledge systems of farming 
which gets replaced by chemical-based agriculture prescribed by digital platforms and technologies 
developed and deployed by agri-giants and technology companies. For example, Bayer’s Climate 
Field View collects data on soils and plant diseases from more than 60 million hectares in 23 
countries.38 Through using the Xarvio Scou�ng App, farmers can upload photos of their plants 
which then recommends which Bayer product is appropriate. Microso� Azure FarmBeats also 
has the same functions. It provides advice to farmers what products to buy from which companies 
based on the data that they upload. Farmbeats also partnered with Seed Studio to develop 
sensor boxes that monitor environmental condi�ons that affect crop growth and send this 
informa�on over the internet to Microso�.39

Digital Colonialism

The dominance of developed countries and their corpora�ons in the digital ecosystem—including 
so�ware, hardware, and network connec�vity—exacerbates unequal power rela�ons between 
them and developing countries.40 In this unequal rela�onship, developing countries are not only 
dependent on developed countries and their corpora�ons to access to the digital ecosystem, 
but they are also systema�cally fenced-off from benefi�ng from digitaliza�on because of exis�ng 
and emergent trade rules and taxa�on. Meanwhile, corpora�ons extract profits from developing 
countries by colonizing local markets for various goods and technology products and services, 
for rents from intellectual property, increased flexibility of labor in the pla�orm-enabled gig-
economy, and for grabbing resources such as land. 

New digital technologies are also capable of harnessing vast amounts of networked data from 
users of services apps such as Uber and Food Panda, online marketplaces such as Amazon and 
Shopee, social media pla�orms such as Facebook and Instagram, as well as searches in Google 
and Google Maps. 

Data collected is not only limited to names, ages, and addresses; it also extends to friendships, 
rela�ves, poli�cal leanings, preferences, places travelled to, spending behavior, etc. Big Tech 
profits from this enormous invasion of privacy by first priva�zing data collected from people 
through tacit and implicit end user agreements. End-users are dispossessed of and lose control 
over their data which can then be commodified and processed through the help of AI. The use 
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of AI to connect individual data points across users, �me, and space, help corpora�ons iden�fy 
individuals and behaviors, develop new product and services that can be targeted at specific 
consumers with enhanced personalized adver�sements, and improve their forecas�ng abili�es.41

Through these capabili�es, corpora�ons can con�nuously extract data from end-users, shape 
behaviors and social interac�ons in ways that maximize profitability, and facilitate the large-scale 
coloniza�on and commodifica�on of daily life on an unprecedented scale.42

With the increase of network connec�vity, cloud compu�ng is also on the rise wherein physical 
data can be stored in ‘clouds’, or external data servers which can be accessed any�me and 
anywhere with internet connection. This increasingly removes the need for high-capacity physical 
data sources in the form of internal memories on computers or external hard drives and enhances 
mobility and cross-border flows of data. However, this further intensifies the loss of control of 
users on their data as capaci�es to house these data centers are mostly concentrated in China 
and the United States. 
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Our Recommendations:
A Global Technology Assessment 
Mechanism and Governance 
Framework at the UN 
Past and current FfD mee�ngs and other mul�lateral processes tackling technology and 
development have largely failed to address the causes and impacts of the digital divide. 
Instead of enabling the self-serving push from Big Tech, the UN should support inclusive 
mul�lateral processes to address the development divide that underpins the digital divide, 
to regulate and curb the growing concentra�on of powers and wealth of Big Tech and 
ensure that human rights are protected. 

A new digital economy based on redistribu�ve jus�ce is urgently needed. Governments 
and mul�lateral ins�tu�ons must uphold the technological sovereignty of developing countries. 
A new digital economy based on redistribu�ve jus�ce aims to build a democra�c, rule-based 
governance regime for the digital paradigm that can rein in Big Tech corpora�ons, and 
re-imagine pla�orm, data, and AI-supported produc�on models towards economic self-
determina�on of na�ons and peoples. Governments must revisit exis�ng trade and taxa�on 
rules related to the digital economy. They should make sure that these are aligned with 
enabling developing countries determine their own laws and policies that will allow them 
to produce and use technologies suitable for their development needs.

Among the measures that the UN should take to address the adverse consequences of 
digital technologies on society, the environment and people is establishing a global technology 
assessment mechanism and governance framework at the UN:

● Such a UN member-state led process should evaluate the impacts of digital technologies 
on society, including on women. It should be broad, transparent, inclusive, accessible, 
and allow for par�cipatory technology risk assessments that involve those who will be 
impacted by digital technologies. These risk assessments should be done prior to and 
during the development of digital technologies, as well as during their deployment for 
use. The risk assessments should take into account poten�al environmental, social, health 
and other impacts of technologies on society, especially women and other marginalized 
sectors. This can ensure transparent and inclusive delibera�ons on the impacts of digital 
technologies and facilitate mul�lateral coopera�on to ensure the common good remains 
as the ul�mate goal and takes precedence over profits when developing and applying 
digital technologies. 
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● It should also regulate technology markets, equitably distribute the benefits of technologies, 
including digital ones, and effec�vely address and mi�gate their risks. Further, it should 
provide guidance for the regula�on of Big Tech, especially their transna�onal opera�ons 
that have transboundary impacts. Regula�on should also be applied to the development 
and deployment of digital technologies, including AI, which can have profound adverse 
impacts on the environment, human rights, as well as developing countries’ prospects 
for sustainable development. It should also provide for the review and norma�ve guidance 
of financial technologies, including cryptocurrencies and their trading. While there are 
various on-going ini�a�ves both at the na�onal and regional levels, a UN member 
state-led global framework is needed to ensure that these governance ini�a�ves are 
complementary and do not disadvantage developing countries. 

Box 5. Technology Assessment Pla�orms

New technologies are being developed and proposed for solving problems such as climate 
change, hunger, pandemics, and biodiversity loss. However, as shown above, these technologies 
also have the poten�al to cause other problems such as environmental destruc�on and human 
rights viola�ons, as well as worsen the problem that they originally intend to solve. Open, 
par�cipatory, and democra�c mechanisms must be put in place to ensure accountability for 
the impacts of new technologies. Among such mechanisms being explored by grassroots 
communi�es and civil society are people-led technology assessments. 

People-led technology assessments are being done by civil society to enable wider participation 
in the development and use of technology. One such example is the technology assessment 
pla�orms (TAPs) that evaluated technologies such as “terminator seeds” in La�n America, 
gene�cally modified crops in Mali, and golden rice in India. Such people-led technology 
assessment ini�a�ves contribute to the democra�c governance of technology where people 
who might be affected or people who have exper�se through their life experience –including 
indigenous peoples, farmers and fisher folk, who are o�en part of popular and social 
movements—are meaningfully involved in the process. These ini�a�ves can be part of the 
processes under the proposed Global Technology Assessment Mechanism at the UN.

To learn more about people-led technology assessment, visit h�ps://assess.technology/about/.

https://assess.technology/about/
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How to engage?
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