User guide for Autocom Secure Gateway

To gain access to the locked vehicle systems and start working with Autocom Secure Gateway,
you first need to register a company account on the Autocom Portal. The registration is done within
your diagnostic software.

Here is how to do it:

If this is your first time using CARS or TRUCKS, follow all the steps below. If you already have an ICON
and only want to access Secure Gateway, you can skip steps 1-3 and go straight to registering your
company [step 4).

1. Open your diagnostic software
Choose "Create account”
3. Follow the instructions

N

4. Register your company to Autocom Portal.
You can reach Autocom Portal in several ways:

- At the login to the diagnostic software

- Under "Settings” in the menu and choose Autocom Portal

- Click on the green icon in the middle in the upper right side in the software
- Or click here

nts  Bookmarks  VIN_ Regis

Registration number History

Skoda - Yeti - 2013
Nissan - Navara D22/Frontier [00-15] - 2004

more..
Brand

Abarth Ford Land Rover Porsche
Alfa Romeo Foton Lexus Renault
Audi Gaz Lotus Rolls-Royce
Bentley GWM LYNK & CO Rover
BMW Honda Mahindra/Renault Saab

BYD Hyundai MAN LCV Samsung
Cadilac Infiniti Maserati Seat

Chevrolet Isuzu Maxus ‘Shuanghuan

Chrysler Iveco Mazda Skoda
Citroen Jaguar Mercedes Smart
Cupra Jeep MG SsangYong
Dacia Jinbei Mini Subaru
Daewoo JMC Mitsubishi Suzuki
Daihatsu KIA Multicar Tata
Dodge LADA Nissan Tesla

DS Automobiles Ladog Opel Toyota
Ferrari Lamborghini Peugeot

Fiat Lancia Polestar

A registration page will now open. You will need to register an account on the Autocom Portal.
The process takes about 10 minutes and requires, among other things, an identification document, a
mobile phone, and your company details.

If you already have an account, simply log in using the “Log in” button.


https://sgw.w-grp.net/ump/login?brand=autocom&client_id=3oh1aelcs5naps1b02vd0bh493

5 Autocom Portal 5 X

Before you create an account, tell us who you are.

Manager / Workshop Owner Employee / Mechanic

The process looks a bit different if someone has invited you to an existing company. In that case an
email with instructions has been sent to you.

Step 1 - Registration

To register, you need to fill in your personal information. It is important that the details match your
identification document [passport or drivers license], as you will need to identify yourself with one of
those later on.

Date: 20210401 Version: 1.0.0.808

Register
Personal

* = the field is required

First name *

Last name *

Only the fields marked with stars (*) are required.



Login Date: 2021-04-01 Version: 1.0.0.808

Register

Confirm email

A confirmation code has been sent to your email address. Please confirm your email by
entering the code below.

@gmail.com

Confirmation code

An email with a confirmation code will be sent to you. The code shall be used in the registration page
in order to continue the process. The code is valid for 3 days.
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Register

Identification method

To be able to benefit from our services, you will need to verily your identity. We're using a
third parly service provided by Authenteq to perform the identity verification.

Acamera and an Id docurment, such as a Driver's ficense or Passport will be required to go
through the identification process.

We sirongly recommend that you perform the identification process through a mobile device,
such as a smariphone, since the camera qualily is generally much higher than on a webcam
which in tum will get you through the process much easier.

Following are therefore a few oplions that will help you continue this process on your mobile
davice instead.

Scan QR

Either scan the QR-code with your mobile device

Send Email

Or send an emall to (s ™ ***********@gmail com) with a link, that | may open on my mobile

device.

end Email

Send Text Message

Or send a text message to (+4676"****) with a fink, that | may opan on my mobile device

Send Text Message




When it is time for identification, you have 4 options to choose from:

e Scan the QR code to identify yourself.

e  Send an email with a link for identification.

e Send a text message with a link for identification.
e  Continue the identification on your computer.

We recommend that you use your mobile phone for the identification. The camera quality is generally
much better than the PC and the process will thereby be smoother.

In this case, we use the QR code.

Once the QR code has been scanned, the page will change while waiting for you to finish the
identification.
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Register

Waiting...

‘Waiting for you to finish identification on another device...

|dentify via mobile phone
This is the mobile phone process in short.

1. You will be greeted by a welcoming text and a link to the identification service.
2. Start your identification by pressing the button.
3. There are multiple ways to identify. Choose whichever works best for you.

Scan your preferred document and confirm that all details are correct. You also need to scan your face after this
step to confirm.

[ x
€« x

ity I two easy ataps Select Identity Document Type
5 : Your chosen document will be
Sign Up with compared with your photo.
Authenteq ~

To be able to use ces, oo ‘
you need to
Authenteq

Passport

1 Scan Your Document ¥
Keep hin the frame. Driver’s License

National ID Card

‘Start Identification



You are now identified!

Your identity has been successfully
verified, continue where you left off on
your primary device.

Once done you will get a confirmation like this.

Continue registration on the computer

When you are done the page on the computer will update and you’ll have to accept the terms. Read and scroll to the
bottom to accept.

Additional terms and conditions for using authenticated
diagnostic functionality
License agreement (“this agreement”)
between
Autocom Diagnostic Partner AB
Grafitvagen 23 B
SE-461 38 Trollhattan
Sweden

hereinafter called "AUTOCOM" as the licensor on the one hand and

04/01/2021 08:56
hereinafter called "LICENCEE" as the licensee on the other hand

hereinafter AUTOCOM and the LICENCEE jointly referred to as "PARTIES" and each
being a "PARTY"
Preamble

Whereas AUTOCOM is a publisher of diagnostic data owned by Original equipment
manufacturers ("OEMs") and their subsidiaries or affiliale companies.

The final step of the registration is to add your company.



Date: 2021-04-01 Version: 1003808

You are now identified!

You are now able to login to our management portal. You do however need to accept the
terms and conditions and register your company to use our service.

* = the field is required

Company name *

Customer Number

Country *

State / Province

Postal code *

Street *

Once your company is created, you will be redirected to the login page where you can login.

Date: 2021-04-01 Version: 1.0.0.308

Password

Register |




Step 2 - Activation

After the registration you need to continue by activating the Secure Gateway access.

We recommend that you do the activation immediately after the registration. The reason is that you do
not want to do this once you have a vehicle waiting for service in front of you.

NOTE! This is especially important for vehicles within the FCA Group since their processing time for the
approval might vary.

How to activate:

1. Goto “Company”in the menu.
2. Under “VCI” you add your serial number. You find it on the back of your diagnostic tool.
3. Save

aute:com

If you want to add more diagnostic tools you need to contact your distributor.

Brands

Under "Brands”in the menu, you can see all the available vehicle brands in Autocom Secure Gateway.



aute:com

The vehicle brands are automatically activated, giving you immediate access. Please note that a few
manufacturers require a fee and/or a separate activation process, and your licence determines which
brands you have access to.

A CARS Pro licence provides full access.

Contact your distributor if you need assistance or wish to upgrade your licence level.

More possibilities

You can view all your registered information, manage and update your account, and invite employees to the page.
Below is a description of how this works.

Dashboard

Once logged in, you have several options depending on access levels. There are three main roles:

Responsible - only one person with responsibility for the whole company. Have all permissions. Assigned to the one
who created the account from the beginning. It is possible to change to another person [who needs to accept).
Requires identification.

Administrator - a user with more permissions than a normal employee. Can for example edit company data, and
invite users. Need to be invited from the responsible user. Does not require identification.

Employee - the standard role once you get invited. Does not require identification.

The view in this guide is from the responsible user’s perspective.
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R Dashboard
Profile

Profile
Name Role

Responsible
@ Settings |
Change password

Company

Autocom 0

Name Responsible mployees

View company I Invite I

Register new company

f you own more than one company, you can register them here.

Reqgister ‘

Profile

You can access your profile on the menu bar on the left. Here you can change basic information, like your password
or profile details.
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@ Dashboard

Profile

Information
Companies
Name Street

Email @ Phone
Settings
2 gmail.com

&

Date of birth
City Trollhattan

Edit profile

If your personal information s incorrect, please update it.

Update

Change password

Remember to have a long password 1o stay secure

‘ Change ‘




Companies

Access the companies page on the left side bar. The main page shows two cards Overview of your
company/companies.
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Companies

Responsible Employees

Register a new company

al.“BISOm Date: 2021-04-01 Version: 1.0.0.808
ﬁ Dashboard
Add company
R Profile

* = the field is required

Company name *

@ Settings

Customer Number

Country *

State / Province

Postal code *

Street *




Adding a new company is as easy as adding your first one. You only need to provide all the details.

Companies overview

Once you have two or more companies, the overview will change a bit in order to give you an overview of all your
companies. You can click on the name to go to the company page and see the number of employess. You can also

have a shortcut to invite more employees.

Manage company

By pressing the name of a company, you'll access the company page.

These are the actions that a responsible user can do:

e Invite new employees.

e  Edit your company details.
e (o to a specific employee.
e Remove employee.

e  Remove company.

autercom

@ Dashboard
R Profile
Information
@ Settings
Name Autocom

Responsible
Administrator 0
s

Employees 0

(e 5]

Invite

Remove company

Remove company if you don't
intend to use our services with
this company anymore

Remove

Company

City
Street

Postal code

Role

Responsible

Edit company

Update your company details

Logout Date: 2021-04-01 Version: 1.0.0.808

Trollhattan

Remove



Invite employee

You can invite as many employees as you want. Just add their emails by pressing the “Add”-button.
Once you are done, press “Send Invitations”.

The ones invited will get an email with a link. They need to follow the basic registration process.
However, they do not need to identify themselves unless they are meant to become the new
responsible user.

ﬂlllll‘!:l]ﬂl Date: 2021-04-01 Version: 1.0.0.808

Invite

employee1@gmail com

employee2@gmail.com

@ Settings

Send invitations

Edit company

You can adjust your company information by pressing “Company”. Do not forget to save your adjustments.
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@ Dashboard
Edit company
R Profile
* = the field is required
Company name *
Autocom

@ Settings

Customer Number

Country *

Sweden

State / Province

City *
Trollhattan

Postal code *




Employee

It is possible to go to an employee page by pressing the employee’s name.
Here is what you can do in the employee page:

o (Changing from employee to administrator and vice versa
e Removing the employee
e  Making the employee a responsible user for the company

If you want to make another employee responsible, that user will get an email with instructions. The
person needs to accept becoming the responsible user, as well as identify her/himself if that has not
been made yet.

au[c ¥ 8 0 "l Date: BUILDDATE Version: 1.0.0.20646
ﬁ Dashboard
R Profile

Profile

Company Role
Autocom?2 Employee

@ Settings

Administrator Remove Responsible

Update the administrator status
of the employee

EH

Remove your employee from
the company, the employee will
loose access.

Remove

Make this user responsible for
the company, an email will be

sent to the user asking him/her
to confirm




Settings

By pressing “Settings” on the left side menu, you can access some of the most important settings of
your account.

e Changing password

e Remove account (only for users with access level “responsible”)
e Update email

e Change language

ﬂlll[l' Bﬂlll Date: 2021-04-01 Version: 1.0.0.808
@ Dashboard
Settings
R Profile
Change password Remove account Update email
Companies

Change your password Remove your account if you do Update your email address
notintend to use our services

—
Change password anymare Update email
[ Remove account

Change language

Change the language of the
dashboard

Change language




	User guide for Autocom Secure Gateway

