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Autonomy Testing in Closed Loop Adv3D Pipeline

e Comprehensive stress tests before deployment are critical for self-driving o Highlights: (a) realistic and challenging 3D objects; (b) high-fidelity closed-loop simulation; (c) full modern autonomy
e Simulation to generate experiences in a scalable and affordable way! systems; (d) 100 real-world highway scenarios
o \We need closed-loop simulation for full autonomy system to ensure small .

domain gap between sim and real world

e Adv3D aims to simulate realistic and safety-critical 3D objects in closed loop Latent rep. Generated
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Results & Future Works

e Existing works on adversarial objects e o Adv3D finds challenging actor shapes
o Physically realizable adversarial perturbations /,/\
o Adversarial to perception module only ﬁ/'\g“
o Non-reactive open-loop setting
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o Adv3D: generate safety-critical objects through closed-loop simulation
o Realistic shapes: Low-dimensional latent space learned over actual object shapes
o High-fidelity sim: Closed-loop simulation on real-world highway scenarios
o Full autonomy: Adversarial Optimization against perception, prediction and planning

Digital Twins Modified Digital Twins igit Uncommon shape (short and wide pickup truck) leads to degraded detection Problematic perception and prediction lead to uncomfortable driving Multi-actor detection failure, planned trajectory affected
e Importance of closed-Loop simulation e Latent representation
orngExpanince & | Perception and Prediction Planning Exccution More realistic shapes compared to vertex deformation
] AP/ Recall (%) ADE | Planning Comfort | Driving Comfort |

Closed-Loop Test 5 ™gcca minADE meanADE Lat. (m/s?) Jerk (n/s%) Lat (m/s?) Jerk (m/s") AQVBD VD (5cm) VD (10cm) VD (20 cm) VD (50cm) VD (100 cm)
Autonomy-A: Instance-based [26] + [24]

Original 88.2 89.4 214 4.90 0.203 0.336 0.194 0.331 P — =
Adv. open-loop 88.3 89.8 2.08 487 0214 0.378 0.207 0.337 4 / < Y 74
Adv. closed-loop 80.1 84.8 240 5.09 0.263 0.427 0.265 0.401 4 \ ,4‘/
Closed-Loop Test Occupancy (%) 1 Flow Grounded 1 Planning Comfort |, Driving Comfort | . .
Modifying Actor Shapes in Digital Twins Closed-Loop Simulation with Full Autonomy At B Inst ?AP[31§01|[;3y mAP  Soft-loU Lat. (m/s%)  Jerk (m/s%) Lat. (m/s%) Jerk (m/s") , ‘ ’} { i
utonomy-B: Instance-free + )
Original 94.6 61.2 0.256 0319 0.263 0315 d v
. . L Adv. open-loop 85 7 S% 2 96.3 65.5 0.260 0451 0279 0.424
e Problem formulation: select actor in the scene and optimize the geometry G ;. Adv. closed-loop 788 459 90.1 55.7 0.302 0.456 0.308 0.431 adversarial adversarial
to find autonomy failures
T o Importance of attacking full autonomy Future works
Gagy = argmax E Cy (S;. F (U(S,,. g, 5,))) sp | Perception  Prediction Planing | APf  Recall | | minADE| meanADE | Lat | Jerk} o Optimize the actor behaviors jointy
g t— Silhe Tilhea  DiChian | (%,@0.5)  (%,@0.5) | Ly error Lyerror | (m/s®) (m/s%) o Incorporate Adv3D objects for robust training
. Original 887 89.4 251 499 02618 029 o Better shape represenrt‘atuzns ©g. GE;—‘?’D)‘ and )
) . = My v 69.6 714 1.97 5.02 0239 0310 optimization approaches (e.g., multi-objective opt,
> Ciiaccumulated cost  F: autonomy system ¢ : LIDAR simulator M, v 831e 891 292 6340|0254 0412 to get more realistic and diverse adversarial shapes
t=1 My v 86.7 883 @ 2.94 603® | 0324 0434

S; : traffic scenario at snapshot time ¢~ G*: actor geometry ~ &;: SDV location at time ¢ Ours | v v v 754 76.4 2820 6.21 | 0411+ 04100  Check out waabi.ai/research for more works!
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