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Generate Adv. Objects for Real-world Autonomy Testing

● Comprehensive stress tests before deployment are critical for self-driving
● Simulation to generate experiences in a scalable and affordable way! 
● We need closed-loop simulation for full autonomy system to ensure small 

domain gap between sim and real world
● Adv3D aims to simulate realistic and safety-critical 3D objects in closed loop

● Existing works on adversarial objects
○ Physically realizable adversarial perturbations
○ Adversarial to perception module only
○ Non-reactive open-loop setting

● Adv3D: generate safety-critical objects through closed-loop simulation
○ Realistic shapes: Low-dimensional latent space learned over actual object shapes
○ High-fidelity sim: Closed-loop simulation on real-world highway scenarios
○ Full autonomy: Adversarial Optimization against perception, prediction and planning

● Problem formulation: select actor in the scene and optimize the geometry          
to find autonomy failures          

Adv3D Pipeline

Which shape is 
most challenging?

● Highlights: (a) realistic and challenging 3D objects; (b) high-fidelity closed-loop simulation; (c) full modern autonomy 
systems; (d) 100 real-world highway scenarios

Results & Future Works

Adv. Rooftop Mesh [Tu et al., 2020]

● Importance of closed-Loop simulation

● Adv3D finds challenging actor shapes

● Importance of attacking full autonomy

benign

  Future works
○ Optimize the actor behaviors jointly
○ Incorporate Adv3D objects for robust training
○ Better shape representations (e.g., GET3D) and 

optimization approaches (e.g., multi-objective opt) 
to get more realistic and diverse adversarial shapes

Check out waabi.ai/research for more works!

https://waabi.ai/adv3d/
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● Latent representation
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    More realistic shapes compared to vertex deformation
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