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About me
Yorick Koster

• Co-founder Securify
- Proactive Application Security
- Ethical Hacking
- Agile Security
- Red Teaming

• 15+ years in the field
• Focus on offensive security

@yorickkoster
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Build on .NET Framework
(mostly)



https://community.ivanti.com/docs/DOC-63346

Tracing

https://community.ivanti.com/docs/DOC-63346


Credentials
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Getting credentials
Database

https://community.ivanti.com/docs/DOC-62842

https://community.ivanti.com/docs/DOC-62842


Getting credentials
Installation scripts (which everyone removes of course)

https://community.ivanti.com/docs/DOC-63291

https://community.ivanti.com/docs/DOC-63291


Getting credentials
Password storage

same for relay server config
FIPS mode not better



Mitigate
Protect credentials, use Least Privileges

• Use Relay server if you can (haven’t looked at it yet)

• Alternatively, use Windows authentication
• Implement Least Privileges, most users shouldn’t be able to make changes

• Enable TLS with certificate validation
• Block outgoing connections when device not connected to internal network

• Remove installation scripts

• Upgrade to Ivanti 10.3.10.0 or later
• Ivanti should really use Windows Data Protection API



Dynamic Privileges



Dynamic Privileges
Add administrator rights








Dynamic Privileges
Write to HKLM

• Run elevated regedit.exe,  
let user change something 
in HKLM

• Invoke application via ID or 
GUID

%RESPFDIR%\pwrgate.exe 34
%RESPFDIR%\pwrgate.exe {0C5AD1B1-2573-4DA7-9D94-122622AEF2D6}



Dynamic Privileges
Pass extra parameters

@shadghost
%RESPFDIR%\pwrgate.exe 34 
/s malicious.reg



Dynamic privileges
Auto add admin rights



Dynamic privileges
Audit apps.xml

• Get a copy of %RESPFDIR%\Data\DBCache\Objects\apps.xml
• Look for add_admin_rights
• Review use of Environment Variables & UNC paths
• Review NTFS permissions
• Be aware that the application may be access control restricted

• Identity (eg, User or Group)
• Location and Devices
• Date and Time
• Workspace Container



Dynamic privileges
Audit apps.xml

<application>
<guid>{0C5AD1B1-2573-4DA7-9D94-122622AEF2D6}</guid>
<configuration>
<menu />
<title>Write something to HKLM</title>

[...]
<accesscontrol access_mode="or">
<accesstype>group</accesstype>
<grouplist>

<group sid="S-1-5-XXXXX" type="group">CORP\PowerUsers</group>
</grouplist>
<notgrouplist />

</accesscontrol>
[...]

<security_privileges>
<access_token>add_admin_rights</access_token>

</security_privileges>



Mitigate
Dynamic privileges

• Don’t user dynamic privileges, seriously
• Removing admin rights is probably okay

• But if you must:
• Restrict as much as possible (ACL it)
• Wrap the functionality to disregard arbitrary arguments (eg, script it)
• Avoid applications that run on the interactive Desktop (have a GUI)
• Disable intercepting of process
• Only allow Workspace Control to launch the application

• Most of the times you don’t need it!



Whitelisting/Blacklisting



Application whitelisting

• I ❤ whitelisting
• Not a silver bullet
• An example:

• Sysadmins want to use PowerShell
• Malware abuses PowerShell
• Install PowerShell on your default image,
• but only give it to people that need it
• You can even bind it to a location or workstation



Certificate-based whitelisting

https://www.ivanti.com/blog/introducing-ivanti-workspace-control-10-2/

Not mature enough at 
this moment

https://www.ivanti.com/blog/introducing-ivanti-workspace-control-10-2/


Certificate-based whitelisting
Doesn’t work well with path-based whitelisting



Certificate-based whitelisting
Likely end up blacklisting



Application whitelisting
Path-based whitelisting



Application whitelisting
Blacklisting?

No blacklisting for path-based whitelisting

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/
microsoft-recommended-block-rules
https://github.com/api0cradle/UltimateAppLockerByPassList
https://github.com/api0cradle/LOLBAS

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules
https://github.com/api0cradle/UltimateAppLockerByPassList
https://github.com/api0cradle/LOLBAS


Application whitelisting
Find bypasses

• Get a copy of %RESPFDIR%\Data\DBCache\Objects\apps.xml
• Get a copy of %RESPFDIR%\Data\DBCache\Objects\sec_globauth.xml
• Review use of Environment Variables & UNC paths
• Review NTFS permissions
• Easier to try and run every application

and work from there (including 32-bit)
• Use Sysinternals if you can

function TryExecute(folderspec) {
var f = fso.GetFolder(folderspec);

var subfolders = new Enumerator(f.SubFolders);
for(; !subfolders.atEnd(); subfolders.moveNext()) {

TryExecute((subfolders.item()).path);
}

var fc = new Enumerator(f.files);
for (; !fc.atEnd(); fc.moveNext()) {

path = fc.item().Path.toLowerCase();
if(endsWith(path, '.exe')) {

try {
ShellExecute(path);
logMsg(path);

} catch(e) {
// do nothing

}
}

}
}








Application whitelisting
Bypasses

• A lot of research already done in this area
• Bypass with Office ❤ VBA
• No DLL whitelisting…
• Let’s focus on Workspace Control

• Its applications are whitelisted by default

https://github.com/api0cradle/LOLBAS

https://github.com/api0cradle/LOLBAS


Application whitelisting
PowerGrid (pwrgrid.exe)

• A lot of applications are invoked via PowerGrid
• Large number of command line options
• Must have messed up somewhere, right?



Application whitelisting
PowerGrid (pwrgrid.exe)

%RESPFDIR%\pwrgrid.exe /RWS <any xml file>



Mitigate
Application whitelisting

• Use application whitelisting!
• Accept that it won’t be perfect
• Avoid certificate-based if you have strict path-based rules
• No blacklisting for path-based rules

• Always add authorized process, don’t wildcard
• Only allow Workspace Control to launch application



Website Security
Blacklisting & whitelisting

https://help.ivanti.com/res/help/en_US/iwc/10.2/CompMatrix/Browsers.htm

https://help.ivanti.com/res/help/en_US/iwc/10.2/CompMatrix/Browsers.htm


Data Security
Files (blacklist create)

prevents creating files, not reading if 
the file is already there



Data Security
Folders (blacklist)



Data Security
Folders (blacklist)

notepad \\localhost\c$\Secret\accessgranted.txt

¯\_(ツ)_/¯



Data Security
Read-only Blanketing

https://help.res.com/workspaceadminguide10/43770.htm

Don’t forget to set proper NTFS permissions though

https://help.res.com/workspaceadminguide10/43770.htm


Mitigate
Data Security

• Use Data Security to stop opportunistic attackers (again not perfect)
• NTFS permissions should be 1st line of defense
• Regularly audit your permissions
• Enable Read-only Blanketing if possible

• Upgrade to Ivanti Workspace Control 10.3.10.0 or later



Conclusion



In conclusion
All Ivanti is a secure Workspace

• Workspace Control provides number of features to harden the desktop
• Don’t trust on security features of Workspace Control alone, use Windows security
• When configured insecurely it will decrease security
• Regularly audit your configuration
• Don’t forget to upgrade



securify.nl/red

Questions

Delft


	All Ivanti is a secure Workspace
	Agenda
	About me
	Introduction
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Build on .NET Framework
	Tracing
	Credentials
	Slide Number 11
	Getting credentials
	Getting credentials
	Getting credentials
	Mitigate
	Dynamic Privileges
	Dynamic Privileges
	Slide Number 18
	Dynamic Privileges
	Dynamic Privileges
	Dynamic privileges
	Dynamic privileges
	Dynamic privileges
	Mitigate
	Whitelisting/Blacklisting
	Application whitelisting
	Certificate-based whitelisting
	Certificate-based whitelisting
	Certificate-based whitelisting
	Application whitelisting
	Application whitelisting
	Application whitelisting
	Slide Number 33
	Application whitelisting
	Application whitelisting
	Application whitelisting
	Mitigate
	Website Security
	Data Security
	Data Security
	Data Security
	Data Security
	Mitigate
	Conclusion
	In conclusion
	Questions

