Identity
subscription

5 P v

C Py

Management groups

Identity and access manag

o

ement

* Approval workflow o

Privileged Identity
Management

 Notifications

- MFA
» Access reviews
« Audit reports

g Management group and subscription organization

» App/DevOps
« Subscription manager
« Other custom roles

Enterprise enrollment

Enrollment
|

Department
I

Account Subscription

Azure Active
Directory

/-Service principal(s)
» Security group(s)
» Users

e

Tenant root group |

I “ 0 DevOps

On-premises

Active
~ Directory

Platform
DevOps team

Git Repository Boards

©

Wiki

* Role definitions

« PolicySet definitions
» Policy definitions

* Role assignments

* Policy assignments

* Resource templates

| 4] Resource group(s) Contoso
[ [ |
= o= Platform Landing zones Decommissioned Sandbox
N - O Azure Key Vault | :
DC1 DC2 I [ | [ [ |
Recovery... Identity Management Connectivity SAP Corp Online
Cost Azure
management +«! Monitor . o ) o
< Identity Management Connectivity | Landing zone Decommissioned Sandbox
subscription subscription subscription Al subscriptions subscription 1
& R 2 9 .
7 | Landing zone | Sandbox
Role Policy Network Security Lo A2 subscription 2
entitlement assignment  Watcher Center Subscriptions |
Management Connectivity Landing zone
subscription subscription subscription
o i e i v P i
Dashboards (Azure portal) Azure @ VWAN Hub .................... Vlrtual .................................................................................................
DDoS NHub 0 4oy U DNS UDRs)  NSG/ASG(s)
. —* Change tracking Standard Region 1 VNetpeering f ~ ~ """ = o oo
A;uctcoornf]'f['g)n —— * Inventory management
—« Update management @ Azure DNS — + Azure Firewall Resource group(s) | 4] . o
— « ExpressRoute — === Application
_ —« Dashboards L. VPN (P25/525 Load Azure
— loganalytics | | Queries ( ) Balancer Key Vault L EEE Application
workspace —« Alerting = o bkl BN = = : mmm I
N B % ; ‘ File Share — === Application
4 L _d : - Recovery...
& R OS5 9 & RS9 : 1 y
Role Policy Network Security Role Policy Network Security
entittement assignment ~ Watcher Center entitlement assignment ~ Watcher Center ; Dashboards Recovery Services Shared
v WLl (Azure portal) @D vault(s) services
Subset :
- |
ﬁ I &l Q /@ 0
—> On-premises systems | : :
! Role Policy Network Security
: entitlement assignment ~ Watcher Center
i  UMSKUE)

6 %I

Compliant

« Access credentials
— « In-guest policies/DSC
« Backup policy

» Extensions
» Tagging

VM templates

Sandbox
subscription

EEE o
EEE Applications
(| ]

EEE .
mEE Applications
]

LR

ary

Role Policy
entitlement assignment

Deployment
pipeline(s)

» Subscription provisioning

* Role provisioning
* Policy deployment

« Platform deployment

==A lications
— PP

N

Network
Watcher

Security
Center



