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Foreword

Cloud environments are an essential part of every company today. The increase in remote working in 
particular makes it essential to migrate key workloads to the cloud and give users the option of acces-
sing key business processes from anywhere.

But on the other hand, cyber criminals also know that companies are migrating key business data to 
the cloud. These cloud environments are outside the company’s protective perimeter and constitute a 
significant risk if inadequately secured. Phishing in particular allows cyber criminals to obtain real login 
information for such cloud environments and wreak havoc in them.

So how can companies protect their cloud environments against cyber crime? What concerns do you 
have in relation to the cloud and have you already been the victim of a successful attack? Can a modern 
security approach like Zero Trust help to improve cloud security?

To answer these questions, we conducted a survey among 400 decision makers who were asked about 
the maturity level of their cloud security, the frequency of attacks on cloud environments and the oppor-
tunities and problems with a Zero Trust policy. The participants in this study came from companies 
with 500 or more employees, distributed across all industries in Germany, UK, France, Scandinavia, Italy, 
Spain and the Benelux states.
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How companies protect their cloud environments

More and more workloads are being migrated 
to the cloud. However, cloud security must also 
be ensured here. Many companies do not, for 
the time being, consider ensuring protection of 
the cloud to be their responsibility. But this is a 
misconception, because the principle of shared 
responsibility applies for cloud environments. 
Cloud providers are responsible for the security of 
the cloud, i.e. for all of the infrastructure on which 
cloud services are provided. Conversely, com-
panies are responsible for security in the cloud, 
meaning for data management or for permissions 
for access to the cloud, for example.

6 out of 10 companies currently say that they 
protect their cloud environments with specially 
designed security measures. Banks and insurance 
companies are the clear leaders when it comes to 
cloud security. Almost three quarters of financial 
service providers have already secured their cloud 
environments with a dedicated strategy and the 
remaining quarter are currently in the planning 
phase. 

The extremely strict rules and standards which 
financial service providers must comply with also 
come into play here. All other companies can take 
the financial service providers’ security measures 
as a good example even without the correspon-
ding legal regulations and take similar measures.

15 percent of companies do not currently have 
any measures implemented, but are planning to 
at least introduce dedicated safeguards for cloud 
environments in the future. Exactly what these 
plans will look like and what their timescales will 
be is not yet known. Waiting for too long may 
make their cloud environments an attractive target 
for cyber criminals for a similarly long period.

23 percent of companies have safeguards for 
cloud environments within the context of the 
general IT security strategy. Here, we can assume 
that there is at least a certain basic degree of 
protection. However, without addressing the indi-
vidual requirements of cloud security with explicit 
solutions, the security of cloud environments is 
not guaranteed.

How mature would you say your cloud security strategy is?
Base: 400 companies

61 %
We have a dedicated strategy to 
secure our cloud environments with 
specially tailored security tools 

15 %
We have no specific 

measures to secure cloud 
environments, but plan to do 

so in the future 

23 %
Cloud environments are 

secured as part of our 
general IT security strategy 

2 %
We do not have any concrete protection for 

cloud environments and do not plan to do so 
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The biggest concerns in relation to the cloud

Migrating workloads to the cloud isn’t all up-side. 
Companies also feel exposed to various security 
risks. The survey participants were asked to select 
their three biggest concerns.

A general cloud service outage was most com-
monly chosen as first among the security risks. 
Little wonder, because a cloud service outage 
also means that a whole company could come to 
a standstill, depending on how many workloads 
take place in the cloud. The countries in which the 
survey was conducted also agree here: a cloud 
service outage was chosen as the biggest risk in 
all countries.

In second place were worries about data theft, 
loss and misuse. In total, three quarters of all 
respondents put risks relating to data in one of 
the top three spots. Data is a particularly attrac-
tive target for cyber criminals, especially in com-
panies for which data processing is a key part 
of their business activity – and critical business 
data reaching the wrong hands can be fatal for a 
company.

Insecure interfaces or transmission paths to the 
cloud round out the top 3 biggest security prob-
lems in relation to cloud environments. Increasing 
numbers of companies are making use of cloud 
solutions in order to handle their business proces-
ses, particularly owing to the increase in remote 
working. Cyber criminals can obtain a user’s real 
login details by means of social engineering or 
man-in-the-middle attacks. Such a compromised 
user can rapidly become a serious problem. Once 
attackers have gained access to the network, they 
can also acquire additional privileges and spread 
evermore widely and deeply through the network. 
Often they can even do this without ever being 
discovered, because their movements in the net-
work looks like normal network traffic to traditio-
nal security tools.

What do you think are the top security risks related to cloud environments?
Base: 400 companies

61 %
15 %

23 %
2 %

Third PositionSecond PositionFirst Position

Cloud service failure 

Data theft, loss, or misuse 

Insecure interfaces/transmission paths to the 
cloud (lateral movement; elevated privileges) 

Poor access protection (e.g. unauthorised 
wireless access, unplanned configuration drift) 

Insider Threat

51 % 9 % 11 %

25 % 29 % 21 %

15 %

3 % 19 % 22 %

6 % 15 % 24 %

29 % 23 %
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Failure to secure the cloud means running the risk of 
becoming the victim of cyber criminals

The frequency of attacks on cloud infrastructure is 
proof that cyber criminals really are focusing their 
attacks on cloud environments and that protective 
measures are necessary. One third of the com-
panies surveyed said that at least one attack on 
cloud environments was successful. 12 percent of 
companies had even suffered multiple successful 
attacks. 42 percent of companies were able to 
detect attacks but managed to stop them.

The regional differences with regard to success-
ful cyber attacks in the companies surveyed are 
noteworthy. While almost a quarter of respon-
dents in Germany, Italy and Spain were victims of 
cyber crime at least once, other regions are beset 
by cyber attacks significantly more frequently. 38 
percent of companies surveyed in the UK and 40 
percent in France were victims of cyber attacks on 
cloud environments. And the picture is even worse 
for companies in the Nordic region and Benelux. 
Here, half of the companies had actually been vic-
tims of a successful cyber attack at least once.

Additionally, larger companies were victims of 
successful attacks less frequently (20 percent) 
than companies with fewer than 5000 employees 
(37 percent). This would suggest that security 
measures in large companies are significantly 
more developed than is the case in smaller com-
panies.

Also interesting to note: companies not yet acti-
vely protecting their cloud environments were 
victims of successful cyber attacks significantly 
more often, when compared to companies that 
protect their cloud environments either with the 
help of a specific cloud security strategy or in 
a rudimentary manner as part of the IT security 
strategy. 59 percent of companies with no speci-
fic cloud security measures conceded that they 
had been the victim of a successful cyber attack 
at least once. Among companies with dedicated 
cloud security, this was true for only 31 percent. 
It is therefore clear: companies that secure their 
cloud environments with specific measures have a 
lower risk than those that give no consideration to 
cloud security.

Have your cloud environments been the target of a cyber attack? 
Base: 400 companies

42 %
Yes, but attack(s) 
were unsuccessful 

25 %
No, our cloud environments 

have not been the target 
of cyber attacks 

22 %
Yes, a singular 

successful attack 

11 %
Yes, multiple 
successful attacks 
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A Zero Trust policy can help companies improve 
their IT security and protect the cloud environ-
ments in the process. In this security concept, 
no device, user or service inside or outside the 
network is trusted. Comprehensive measures for 
authentication of all users and services are used 
for this and all network traffic must be verified. 
This helps companies reduce the risk to their net-
works in relation to external and internal threats. 
By contrast, traditional security concepts focus on 
external threats and consider internal users and 
services to be generally trustworthy.

So far, a little more than a quarter of companies 
are using a Zero Trust model. Once again, insti-
tutions in the financial and insurance sector are 
leading the way here. More than 40 percent of 
financial service providers already use a Zero 
Trust policy. Another 40 percent are already in the 
implementation phase. Companies in the retail 
sector (20 percent) and public administrations 
(21 percent) are clearly lagging behind. Zero Trust 
is still in its infancy here, but it will grow in the 
future. This can be seen by the fact that almost 46 
percent of retail companies and 33 percent of pub-
lic administrations are already in the process of 
implementing a Zero Trust security model. There 
are only a few regional differences. The degree of 
application is between 21 percent and 28 percent 
across all regions.

More than a third of companies are currently 
in the process of implementing a Zero Trust 
approach, and a further fifth are at least in the 
planning stage without having started concrete 
implementation steps. This clearly indicates that 
Zero Trust is considered to be the security con-
cept of the future in the minds of most compa-
nies.

Companies that also have a dedicated strategy 
for protecting cloud environments are ahead of 
the pack with Zero Trust security. 38 percent of 
these companies are already using a Zero Trust 
security model, a further 38 percent are currently 
in the process of introducing Zero Trust and 15 
percent are currently in the planning phase. This 
means that, provided that they all follow through, 
the number of companies using Zero Trust will be 
more than 90 percent in the near future.

In comparison, just a little less than every eighth 
company without specific cloud protection is 
using a Zero Trust security approach. However, 
this number is expected to increase dramatically 
in the future. Because concrete implementation of 
a Zero Trust policy or general planning for use are 
proceeding apace, even at companies which still 
don’t use Zero Trust at all. According to their own 
statements, more than three quarters of these 
companies will build on Zero Trust in the future.

Have you already implemented a Zero Trust approach in your company or 
are you planning to use a corresponding model in the future? 
Base: 400 companies

36 % 28 % 23 %

8 % 7 %

Yes, we are currently in the
 implementation phase 

Yes, a Zero Trust approach 
is already in place 

No, but we are in the 
planning phase 

Don't know / no answer No, such an approach is not 
planned either 
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The benefits of Zero Trust

Data protection and the reduction of external and 
internal risks – these are the three main benefits 
that companies see for themselves within the con-
text of Zero Trust. Traditional security concepts 
are not fully effective, particularly in light of the 
increasing use of cloud computing.

Six out of ten companies consider the improve-
ment of data security and data protection to be 
a primary reason for the use of Zero Trust. In the 
Zero Trust model, for example, all data traffic is 
analysed and any unnoticed infiltrations – which 
would remain unnoticed using traditional approa-
ches – can therefore be detected. In traditional 
approaches, devices would be classified as trust-
worthy and could do as much damage as they 
wanted within company networks. With the Zero 
Trust model this would be prevented from the out-
set, thus minimising the risk of sensitive company 
data falling into the wrong hands.

This is followed by the reduction of external secu-
rity risks such as malware, ransomware or even 
phishing at 55 percent. The increasing number of 
successful phishing attacks is one reason why 
traditional security measures are losing the fight 
against modern cyber threats. Because cyber 
criminals can bypass email security checks, for 
example, with real login data from employees and 
can then spread through the network. The Zero 
Trust approach, on the other hand, assumes that 
a sender which has previously been authentica-
ted can be compromised at any time and verifies 
it again each time. “Unnatural” activities in the 
network would therefore be detected immediately 
and the user would be quarantined accordingly. 
Protection against internal threats through strict 
access controls (49 percent) completes the top 3.

What are the main reasons for using a Zero Trust model?
Base: 343 companies, Filter: Zero Trust approach in place or planned

Improvement of data security and data protection

Reduction of external security risks (malware, 
ransomware, phishing and co)

Protection against insider threats through strict 
access controls

Secure, location-independent access to resources 
(remote work)  

Improved overview of all data-traffic

For regulatory reporting/requirements  

58 %

55 %

49 %

37 %

29 %

11 %
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What prevents companies from adopting Zero Trust?

Companies which have so far remained sceptical 
about a Zero Trust approach primarily consider 
the high investment costs to be problematic. 
Almost a third of the companies in question gave 
this as one of the main reasons for not introdu-
cing a Zero Trust security model. But Zero Trust 
is not a single product to be installed, but rather 
a strategic approach in which the entire organisa-
tion must be analysed with the appropriate secu-
rity measures taken. Investments in Zero Trust are 
therefore strategic in nature but absolutely pay off, 
because security incidents and the loss of sensi-
tive data cost significantly more – both monetarily 
and in reputational impact.

This is followed by a lack of know-how within the 
company (20 percent) for the implementation of 
Zero Trust. Since Zero Trust is not a traditional 
security concept in which a stand-alone solution 
is simply purchased, but rather a multidimensional 
framework of various technologies, it is necessary 
to integrate Zero Trust throughout the company 
and to transform existing processes and  
structures. 

A Zero Trust approach cannot succeed without the 
necessary know-how and the inclusion of all rele-
vant parameters such as security policies, identity 
management, classification of data or without 
breaking down silos. Here, providers specialising 
in Zero Trust can support companies with com-
pany-wide implementation. 

However, 18 percent of companies say that they 
have problems choosing the right provider. Com-
panies should therefore consider in advance 
exactly what the aim of Zero Trust should be and 
how providers can help with achieving this goal. 
Questions concerning user-friendliness, deploy-
ment models, industry-specific knowledge or the 
technology partners should be taken into account 
in the considerations.

High investment costs

Lack of internal know-how

Increase in operating costs 

Selection of the right providers 

Insufficient IT-infrastructure 

Overall strategy is opposed to this 

Lack of benefit 

High technical effort  

What are the main reasons for not implementing a Zero Trust approach?
Base: 55 companies, multiple answers possible

31 %

20 %

18 %

18 %

15 %

10%

9%

9%
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Conclusion

While companies benefit from the many advantages of cloud solutions on the one hand, cyber criminals 
see great potential for infiltrating company networks through insecure cloud environments and their 
access channels. Almost a third of the companies in the countries surveyed in this study had actually 
been the victim of at least one targeted attack on their cloud environments. In order to effectively pro-
tect themselves against such attacks, companies therefore need to secure cloud environments with a 
dedicated cloud security strategy and implement modern approaches within the company.

Zero Trust is one such approach. In this approach, every device and every user is fundamentally viewed 
as a potential source of danger and must be authenticated again each time. Companies implementing 
this approach, which goes far beyond traditional security solutions, minimise possible points of attack 
for cyber criminals and reduce the total potential impact of any successful attacks.

However, the introduction of Zero Trust is not a simple undertaking. It is a holistic, company-wide 
strategy which analyses and transforms all the processes and structures rather than just being a 
stand-alone security tool. Successful implementation of Zero Trust therefore means tackling the trans-
formation process together with an experienced partner. This is the only way to guarantee maximum 
protection.
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Further Information

Imprint

techconsult GmbH 
Baunsbergstraße 37 
34131 Kassel

Mail:  info@techconsult.de 
Phone: +49 561 8109 0 
Fax: +49 561 8109 101 
Web:  www.techconsult.de

 

About techconsult

As a research and analyst company, techconsult has been the partner for providers and consumers of 
digital technologies and services for 30 years. techconsult GmbH is led by executive partner and foun-
der Peter Burghardt at the Kassel location with a branch office in Munich.

Contact

Raphael Napieralski  
Analyst 
E-Mail:  raphael.napieralski@techconsult.de 
Tel.: +49 561 8109 0
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