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Violence did not begin with the internet. But never before
have so many children had such easy access to imagery,
video, information and contact with other people. Some of
these interactions perpetuate harmful stereotypes about
how girls and boys should be treated - or how they are
expected to behave - and may exacerbate violence.

Stereotypes that devalue women and girls - and that
reinforce norms, aggression, power and structural
inequalities - are global challenges with dangerous
consequences. They are often used to justify violence,
blame victims, re-victimize survivors, diminish the
importance of women'’s and girls’ autonomy and
bodily integrity. They also prioritize the reputations

of perpetrators, families and institutions over the
well-being of those who experience violence!’

Violence impacts survivors in many ways, including
its negative consequences for their physical, sexual
and reproductive health. It can also lead to mental
health issues including depression, anxiety and post-
traumatic stress disorder. Different individuals are
affected differently.

An analysis of data from 44 countries globally found
that norms condoning wife-beating and male control of
female behaviour were among the strongest predictors
of physical and sexual intimate partner violence against
women and girls at the national level.? The analysis found
that violence was driven by societal norms that perpetuate
harmful stereotypes around girls, boys, women and men
- and were unrelated to factors like national income or
GDP, with no difference between rich and poor countries.?
Research also shows that boys and men who believe that
women are not equal to men, and who tolerate - or even
advocate for - violence against women are more likely
to perpetrate violence against women and children.*®

As digital environments and technology become
more embedded in everyday life, there are continuing
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questions surrounding if and how digital media shapes
attitudes and behaviors amongst adolescents and for
whom these effects are most significant. There is a
need for more comprehensive research to fully explore
and understand the impacts of harmful online content
on children’s experience of and exposure to violence

in the wider context of their engagement with digital
spaces, recognising that children also have capacities
to question and challenge such content. This is an

area of research in which UNICEF continues to invest
efforts. The impact of the internet and social media on
adolescent behaviour and well-being has so far been
mixed. A growing body of evidence, however, indicates
that certain kinds of technology use - including the
type of content consumed - may be linked to certain
types of negative attitudes or behaviours. It may also
have negative impacts on adolescents’ mental health,
well-being, and, in some cases, physical safety.

We also know that the digital environment has the
potential to offer children opportunities. Children use
the internet to learn, connect with others and express
themselves. It is an integral part of many children’s
lives today. It is also essential that we continue to work
to ensure that girls and boys have equal access to
technology, as currently, in many settings, girls have less
access to safe and empowering digital environments.

However, the internet and many digital technologies
were not designed with children - or their rights and
risks - in mind. While recognizing the potential positive
opportunities, there are serious risks of harm that
need mitigation.



Key facts

Violence against children, adolescents
and women has serious consequences
for physical, sexual and mental health,
both in the short run and throughout
the lifespan.

2,300

girls and women were murdered by
either an intimate partner or family
member in Europe in 2023.

The majority of these femicides - almost two-thirds
- were committed by an intimate partner.’

37/ million

women and girls in Europe have
been raped or sexually assaulted
in childhood.®



The connection between online
pornographic content and
behaviours among children

We know that some online content can harm children.
Exposure to pornographic content at a young age may
lead to poor mental health, sexism, objectification,
sexual violence, and other negative outcomes. Among
other risks, when children view sexual content that
portrays abusive and violent acts, they may come to
view such behaviour as normal and acceptable.

UNICEF is alarmed by the massive quantity of
pornography available online, including increasingly
graphic and extreme content that is easily accessible
to children of all ages. Efforts to regulate content
and restrict children’s access have not kept pace with
technological shifts. While many jurisdictions have
effectively restricted children’s access to pornograhy
in non-digital media, including by making it illegal

to distribute pornography to children or knowingly
expose them to it, efforts to do the same in digital
environments have not been effective.

While questions remain about causal links, a number of
studies have found associations between exposure to
certain kinds of pornographic content and problematic
sexual behaviour among adolescents, particularly boys.
Paired with entrenched societal norms that legitimize
dominance, objectification and control over girls and
women, this raises concern that exposure to violent
sexual content online may reinforce or exacerbate
harmful beliefs and behaviours.

£ For example:

One study of more than 1,600 15- and 16-year-old
boys found that those who were exposed to
violent pornography were up to three times more
likely to perpetrate sexual violence or be victims
of violence themselves.®

Another study of more than 4,500 teenagers aged
14-17 in Europe found that boys were much more
likely than girls to watch online pornography, and
boys who did so regularly were more likely to
have perpetrated sexual coercion and abuse, sent
sexual images or messages, and to hold negative
gender attitudes."

A 2023 meta-analysis of 16,200 children and
adolescents, with an average age of 14 years, found
that children exposed to violent sexual content were

2.5 times more likely to engage in problematic sexual
behaviours. Boys were found to be especially likely to
engage in problematic sexual behaviours, as well as
to view online sexual content."

A 2017 review of 43 studies came to a similar
conclusion, finding that when adolescents viewed
more sexually explicit or sexually violent media,
they were more likely to engage in domestic and
sexual violence. This impact was stronger for boys
than for girls.”?

Where there does seem to be a relationship between
children’s consumption of sexually violent content
online and their offline behaviour, the relationship is
likely to be two-way. Teenagers who are more sexually
aggressive and abusive, or who hold negative gender
attitudes may be more likely to seek out violent
sexual content’

Technology-facilitated sexual violence

As more and more children gain access to the internet,
especially through smartphones, their risk of being
sexually harmed online is increasing.

While data in this area are limited in Europe, an online
survey of 18-year-olds in four European countries
(France, Germany, the Netherlands and Poland) by
WeProtect found that:™

More than one in two 18-year-olds had received
sexually explicit content from either an adult they
knew, or someone they did not know, before the age
of 18. More than one in 10 experienced this before
their ninth birthday.

Nearly one in three had an adult they knew, or
someone they did not know, ask them to keep

some part of their sexually explicit interactions
online a secret.

One in three had someone share sexually explicit
images or video of them without their permission.

More than one in two were asked to do something
sexually explicit online that they did not want to do
or felt uncomfortable with.

Almost seven in 10 respondents (68 per cent) had
experienced at least one of the above before the
age of 188


https://www.unicef.org/harmful-content-online

Nearly 80 per cent of girls reported experiencing at
least one of these sexual harms in childhood compared
to 57 per cent of boys. A quarter of girls who received
sexually explicit content from a stranger were under
the age of 12.

Similarly, most studies indicate that adolescent girls
experience higher rates of sexual violence than
adolescent boys. Evidence has also suggested that girls
are significantly more likely than boys to experience
non-consensual image-sharing, victimization and online
sexual solicitation by adults during childhood.'>

The same WeProtect report from Europe also found
that online sexual interactions between peers were
very common - and made many children, particularly
girls, uncomfortable and scared. Sexual content
created by adolescents themselves in the context of
consensual peer relationships, often known as ‘sexting’
can be harmful, including when the content is shared
non-consensually.
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After being sexually abused by her stepfather, Liza* received
medical, social and psychological assistance from a UNICEF-
supported shelter. April, 2018.

£ The data show that:"

In the four European countries studied, one
in six 18-year-olds experienced peers sharing
sexually explicit images or video of them
without their consent.

Nearly one in three respondents experienced
a peer either sharing sexually explicit content
with them or trying to talk to them about
sexual topics online.

While these interactions made less than one
in three boys affected feel uncomfortable, it
made seven in 10 girls feel uncomfortable and
one in three girls feel scared.

The different experiences of girls and boys are
also clear in terms of how ‘sexting’ can affect
adolescents’ reputations. In general, it often
earns boys more respect and status among their
peers, but gets girls more criticism and shaming.




Mobile phones are the most common device for exposure to
sexual harm - and the age at which children first start to regularly

access the internet matters

On average, children experience their first exposure
to sexually explicit content online just two years after
gaining regular internet access.' Several reports now
have found that first exposures to online sexually
explicit content are most often accidental.””

Children and adolescents face
significant barriers to seeking help

These barriers may be even greater in cases of online
harm, particularly when a child has created or shared
sexually explicit content of themselves. Reports show
that adolescents often do not feel comfortable telling
the adults around them when they face a problem
online - and they do not get the education and support
they need to deal with these problems appropriately.

In general, teenagers have limited access to
age-appropriate education that teaches consent,
healthy and safe sex and relationships, digital literacy
and how to deal with sexual material online. When there
are gaps in knowledge, it can be especially easy to fall
back on societal norms and modelled behaviours,
which are often negative.

All children need access to this type of education that is
adapted to their age and the different experiences of boys
and girls. As boys are more likely to see sexually explicit
content online?', they need support to understand

and address its influence, including to promote
understandings of consent and healthy relationships. And
girls need education and support that recognizes and
addresses the disproportionate risks they face.

In addition to not receiving enough education,

many children lack the protection they need from a
responsible adult in their lives. As an example, fewer
than 6in 10 18-year-olds in all four countries surveyed
agreed with the statement “When I was under the age
of 18, a responsible adult had a good awareness of
what I was doing online.” Fewer than 2 in 3 18-year-olds
in all four countries surveyed agreed with the statement
“Before I turned 18, a responsible adult talked to me
about online safety related to sex (e.g., how to deal with
people making contact to discuss or share/request
sexually explicit information or images)”.??
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In WeProtect's survey of 18-year-olds in four
European countries, the average age of regular
internet access (i.e., getting a smartphone) was

11.9 years old; the average age for first exposure to
sexually explicit online content was 13.8 years. Of all
respondents who received sexually explicit content,
79 per cent received it on their mobile phone.?°

Itis unsurprising, therefore, that in a different
global report, WeProtect has found that relatively
few children responded by reporting the problem
online, speaking to a trusted adult, or changing
their privacy settings.?

After receiving explicit content
from an adult or a stranger:

of adolescents changed their
privacy or contact settings.

reported the problem online.

spoke to a trusted adult
or peer about the incident.

More children tried to deal with the perpetrator directly,
with 59 per cent deleting or blocking the individual and
32 per cent asking the person to stop contacting them
or to leave them alone.?*

Taking any of these actions was far less likely when the
child was from a racial or ethnic minority than when
they were not.?°



Other forms of harm
and violence online

Many children are exposed to hate messages and violent
or gory images or videos from a young age.”® In some
countries, the number of children exposed to such
content is especially high. In Poland, for example, more
than half of children aged 12 to 16 have been exposed
to hate messages, or to gory or violent images.?’

There is also evidence showing that exposure to different
types of harmful content is mutually correlated. In other
words, if a child sees one type of risky content, they are

more likely to see other types of risky content, resulting

in accumulating risks for some children.?®
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The link between children consuming violent online
content and acting aggressively is still being determined,
and not all studies have found an association.” There
also are considerable methodological challenges with
measuring how exposure to online content influences
attitudes and behaviours.

There is, however, for some children, exposure to this
type of content may have long-term effects. One

study of nearly 900 adolescents, for example, found
that those who consumed more music, video games,
television, online content, or even cartoons that
depicted “physical fighting, hurting, shooting, or killing”
at age 10-15 were more than twice as likely to behave
violently 5 and 10 years later.?°

Children play with peers at a UNICEF-supported psycho-social support and gender-based violence session in Mardin, Turkiye. February 2024.



UNICEF's response

UNICEF works to make the internet a safe place for
children to learn, socialize and express themselves.
We partner with governments to advocate for
necessary regulation, and with tech companies to
promote the implementation of child rights due
diligence. We also support ministries of education to
teach children digital-literacy and online-safety skills.

We gather evidence on children’s digital rights,
opportunities and risks to better understand how
use of digital technology contributes to their lives -
and when it amplifies their risk of harm. We support
countries to ensure equitable digital opportunities for
girls where they are left behind.

UNICEF prevents and responds to the online sexual
exploitation of children at the country and global

level. We support coordinated national responses to
online child sexual exploitation in all regions - using the
WeProtect Model National Response framework - and
strengthen the capacity of on-the-ground responders

to provide services to survivors. We work closely with
governments to guide investments in evidence-based
preventive programmes and awareness-raising. And
we collaborate with tech companies to make digital
products safer for children, including by providing
industry guidelines and recommendations on
embedding child rights into digital business activities.

UNICEF also works to promote safe, inclusive digital
spaces that are co-designed with and for girls and
women. These include Laaha, the first ever platform

to provide multilanguage content on digital literacy
and online safety, and more. As well as supporting
such spaces to provide accessible support, information
and a sense of community, we continue to evaluate
their impact.
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Jeta* walks home with her daughter. Jeta was physically and
mentally abused by her husband, who became violent after
discovering she was pregnant with a girl. After Jeta gave birth
to Fabliona, he continued the abuse, extending it towards his
daughter. With support from UNICEF, Jeta and her daughter -
who have been living under protection for the past two years -
received legal and other essential support. Albania. June 2018.

Recommendations

Policymakers and other stakeholders must take
immediate action to eliminate harmful social and
cultural norms that reinforce gender stereotypes,
power imbalances and inequalities - factors that
contribute to violence online and offline.

&
Specifically, UNICEF is setting out a nine-point Call to
Action for governments and stakeholders to tackle the

complex relationship between harmful online content
and children’s experiences of violence.
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