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JOB DESCRIPTION

	Job Title 
	Corporate Services Officer 
	Employing Organisation
	Devon Doctors Ltd (Devon Doctors Group)

	Directorate and / or Dept
	Shared Services
	Location
	Osprey House, Exeter

	Pay / Band
	£22,859.49
	Hours / Days
	40 hours per week


	Type of Contract
	Permanent

	Direct Line Manager:
	Corporate Services Lead

	Head of Department: 
	Head of Corporate Services 


	Qualifications:
	See Personal Specification

	Computer Skills:
	MS Office applications


	Key Working Relationships 
	Internal:

Caldicott Guardians, Medical Directors and Board of Directors 

Data Protection Officer (DPO)

Senior Information Risk Owner (SIRO)

Senior Management Team (SMT)

Operational Staff and Service Managers

External:

Primary healthcare representatives e.g. GP Practices 

Secondary healthcare representatives e.g. NHS Trusts

Commissioners (CCGs) and other stakeholders

Third parties such as LMC, NHS Internal Audit, The Information Commissioners Office (ICO)
External Contractors


	Job Summary:  

Provide support and assistance to the Corporate Services / Information Governance Team in the delivery of Information Governance (IG) and Records Management (RM) work plans. This includes the promotion and implementation of best practice in relation to IG & RM processes, procedures and legislation. 
Support in the delivery of the Data Security and Protection Toolkit (DSPT) and associated evidence/work streams ensuring evidence is contemporaneous and accessible for submission.

Support the provision of training and monitoring across the Information Governance agenda. 
Support the Business Security Group in ensuring the organisation is kept safe and compliant with current codes and best practice.

Support the implementation of our records management policies and procedures. 
Work across all our operational sites to implement our IG and RM work plans (including the implementation of and maintaining compliance with the UK- GDPR). 


	Key Responsibility Areas 

· To provide general administrative support to the Corporate Services / IG RM  team

· Manage the processing of SAR and information requests within statutory timescales, applying legal reasoning and documenting all decisions to release and redact data
· Create and maintain IG systems to comply with obligations and to supply management information as requested
· Provide ad hoc advice and guidance on IG matters raised by staff 

· Escalate complex queries where necessary to IG manager

· Undertake face to face training for staff on data protection and IG as required

· Maintain online IG resources including Training Tracker
· Support the submission of the Data Security and Protection Toolkit

· Support the maintenance of IG registers (including Information Asset Register, data flows, ROPA and Information Sharing Agreements) and other IG documentation, as required
· Support the development and review of IG policies and procedures

· Attend meetings and events on behalf of the team

· Deputise for IG manager as required

· Provide opinion on IG matters as required by IG managers 

· Support on investigating incidents and managing actual/potential data breaches

· Maintain current knowledge of information law and best practice in IG 

· Support the DPO/Caldicott/SIRO function as necessary 

· Provide ad hoc research support to evaluate Data Protection / IG considerations
· To be the lead point of contact for all daily queries or issues that arise both internally and externally in relation to the provision of records management

· To develop and maintain effective administration processes, supporting documentation and filing systems
· To develop, implement and update all policies and standard operating procedures relating to RM
· To attend/present workshops/presentations, as necessary, regarding developments/new initiatives in respect of records management
· To be responsible for the management of Off-Site storage
· To be supportive of the effective management of all day to day administrative functions, managed through the operational team leaders
· To be accountable and responsible for the management of the records department, ensuring standardisation, clear Standard Operating Procedure (SOP) compliance and the participation and creating of a robust audit schedule
Organisational Responsibilities for the Post Holder:

· To report any incidences of safety breaches, including but not limited to accidents, complaints and defects in equipment
· Troubleshoot simple computer problems and initiate repair or recovery
· To ensure familiarisation with disaster recovery and emergency procedures

· Complete all paperwork and maintain administrative systems appropriate to the organisation’s needs
· Assist colleagues to ensure smooth operations and to provide effective responses to both individual and group needs
· Adherence to all protocols, policies and guidelines in line with the organisation’s requirements
· Maintain a safe environment, taking care to avoid injuries and assist the company in meeting statutory requirements 

· Undertake all mandatory training and other training as required by the organisation and / or line manager 
· Attend staff meetings, check e-mails regularly and read all communications from the organisation in order to keep up-to-date with operational practices
· Wear identification badges when on duty / carrying out duties on behalf of the organisation
· Where supplied, wear the organisational uniform when undertaking duties on behalf of the organisation. Where uniform is not supplied, adhere to the organisational dress code 

· Be conversant with local and organisational regulations and health and safety responsibilities
· To conform to and actively commit to and promote the Devon Doctors Group customer service standards both with internal and external stakeholders
· Apply infection control measures within the organisation according to local and national guidelines and Standard Operating Procedures

· Abide by the NHS Code of Conduct
· Comply with the duty of candour
· Compliance with all policies, protocols, procedures and specific training on:

· The safeguarding of children and vulnerable adults  

· Infection prevention and control
· Equality and diversity
· Health and safety
· Information Governance



Information Governance 
UK-General Data Protection Regulation (UK-GDPR) and The Data Protection Act (DPA) 2018
All staff are under a personal and legal obligation to comply with information governance requirements. These include statutory responsibilities (such as compliance with the UK-GDPR and Data Protection Act 2018), following national guidance (such as the NHS Confidentiality Code of Practice) and compliance with local policies and procedures. Staff must also comply with the Caldicott Principles and common law duty of confidence. Staff are responsible for any personal and commercially sensitive or confidential information, belonging to individuals including patients, and must ensure it is processed in a secure and appropriate manner. Failure by any staff member, contractor or third party to adhere to this instruction can be regarded as serious misconduct and may lead to disciplinary action in accordance with our HR policies/procedures and any relevant criminal legislation. Where the incident is serious, this may result in dismissal. 

Confidentiality

You will process personal details and information relating to patients, staff, visitors and other individuals. This information is highly confidential and must not be discussed or divulged to any unauthorised person or in an unauthorised way. You are required at all times to comply with our rules, policies and procedures including guidance contained in any staff handbook(s). From time to time the company will exercise the right to change or update these documents and introduce new ones. 
Other terms and conditions of your employment are detailed in our organisational policies that are available to all staff on SharePoint. These include our remote access and off-site working policies, code of conduct, IG and IT policies. All staff are responsible for adhering to our policies and procedures at all times. This includes taking appropriate measures to comply and enforce our expected standards in information sharing, records management and information quality. 
Any breach of confidentiality could result in disciplinary action, including dismissal.
This is an outline of the Job Description and may be subject to change depending on the needs of the service, in consultation with the post holder. 
Does this post require a Disclosure and Barring Service (DBS) Check?  – No
Does this post require Occupational Health Clearance?  Yes
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PERSON SPECIFICATION
	Factor
	Essential
	Desirable

	Qualification
	· Full UK Driving Licence (vehicle will be supplied)
· Degree level education or equivalent or established experience in the legal sector (e.g. experience as a paralegal / legal assistant)

	· Qualification in Data Protection or Records Management  
· Qualification in Legal research and application 

· Project Management qualification

	Knowledge 


	· Familiarity of UK-GDPR and new DPA


	· Knowledge of healthcare practices and providers 
· Project Management Knowledge 
· National Data Guardian Reports and Caldicott Principles.



	Experience
	· Working within a team environment whilst having the ability to work independently
· Experience working with and applying legislation 

· Used Microsoft Office Suite in a working environment including Word, Excel, Outlook, Teams and PowerPoint 
· Maintained and supported management information systems
· Experience working in a fast paced environment and successfully managing a diverse workload 


	· Processed SAR requests and redacted exempt information

· Experience working with and applying Data Protection legislation 

· Experience with Records Management 

· Recent experience of working in Information Governance roles in the NHS or equivalent organisation 

· Recent experience in information governance assurance frameworks and delivering required standards
· Provided and shaped staff training 

	Communication & skills 

	· Excellent and professional written and verbal communication and comprehension 

· Active listening
· Critical thinking and deductive reasoning

· Reading comprehension to a high level

· Good attention to detail

· Ability to communicate legal/technical information clearly and concisely to non-specialists

· Team working skills and the ability to collaborate effectively with others


	· Leadership skills



	Personal Attributes & Abilities
	· Ability to work under pressure & to prioritise a diverse workload to meet deadlines

· Smart in appearance

· Ability to work autonomously with little direct supervision

· Able to build rapport
· Resilient and steadfast in undertaking duties

· Proactive and can-do attitude

· Interest in learning new skills and developing knowledge 


	· The ability to grasp clinical issues, including the understanding of evolving medical technologies

· Flexible and creative problem solving ability 

· Motivation and interest in both the Healthcare Sector and IG and RM

· Capacity to handle responsibility 
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