GlobalTURN Quickstart

GlobalTURN is a globally deployed TURN service and onramp to Subspace—a dedicated,
secure internet for accelerating real-time applications.

Learn more about GlobalTURN and Subspace by visiting: https://www.subspace.com.

Quickstart

1 Sign up for a Subspace Account

Log in or Sign up using LinkedIn, Github, or Google credentials on the Subspace console at:
https://console.subspace.com.
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2. Acquire an APl Key

Once you have created an account and signed in to the Subspace console, you will land on
the following home screen.

PacketAccelerator . N . .
@ Global acceleration with simple connections.

: your ication traffic on the transport network, with quick connections.
- SIPTeleport
All you need to get started is your destination IP, we'll provide the proxy IP - point your traffic, and you're accelerated!

28 GlobalTURN Build better. Build faster. No matter the protocol.

¥ APl Access

= Payments
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PRIVACY | TERMS OF USE
Help

Select SIYAWYEER or click directly through to: https://console.subspace.com/apiaccess.

APl Access @

Q.
Name Client ID Created Edit
My First Key xBOW juz T '/ 2021-08-26 19:11:48Z Vs
TURN key WwuFzKIEc /I 2021-09-21 19:21:07Z Va
My global TURN API Key qvb52XFOF X S 2 2021-09-21 19:48:14Z Vs
Rows per page: 25 « 1-30f 3

Next, click the button to create a new API key.

SUBSPAC:


https://console.subspace.com/apiaccess

Create APl Key

Name (required)

My global TURN API Key ]
cANCEL %

Be sure to locally copy your Client Secret in addition to your Client ID for the new key, the
Client Secret is only shown once and then never again.

The name for the AP| Key.

Provide a name for your API key before proceeding.

Keep it secret, keep it safe.

API Key Details

A Warning

Please copy the Client Secret - it will not be shown again.

tJ-_A-jLaIL3foqWV2 s I T s

il copy
Client Id Client Secret
qvb52XFOFXGrU i . S tJ-_A-jLalL3foq W\ - D
& 0
Name Froject Id
My globalTURN API Key pri_5fP i s
Inserted At Updated At
2021-09-2119:48142 2021-09-2119:481142
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3. Acquire a JWT for use with the API

The latest formal APl documentation is available here: https://subspace.com/api.

The Subspace API authenticates via a JWT. To acquire one directly from the API itself, simply
use your newly created Client ID and Client Secret.

Example Request (invalid credentials used for demo purposes):

curl --request POST \

--url "https://id.subspace.com/oauth/token" \

--header "content-type: application/json" \

--data '{ "client_id": "6UUCzXXb3ngie1TWbDYMx8bWIju1IWcJQ", "client_secret":
"x8bWIjuz11WcJQ2WrVcFityoKLJbXXb3ngie 1TWbDYMx8bWIjuSqMDiZbAOwiygN9", "audience™:
"https://api.subspace.com/", "grant_type": "client_credentials" }'

Example Response:

{"access_token":"eyJhbGciOiJSUzI1NilsInR5cCI61kpXVClsImtpZCl6IIFVRXdRalEOTUVNdOTUUTV
NMFV4UWtZNEOWTTJSRUISUWtOR1JqZENORE14TVRJeFJEaEVPQS)9.eyJodHRwczovL2FwaS5zd
W)JzcGFjzZS5jb20vbWVOYWRhdGEiIOnsicH)vamVjdF9pZCl6InByal81ZIBoTmFhQmMRLT2NKa2xyM
NZGTnVTInOsImlzcyl6lmhOdHBzOi8vaWQuc3Vic3BhY2UuY29tLylsInN1Yil6Ing4YldJanV6eMWxX
YOpRNIVWQ1ThYYjNuz2lIMVdiRFINQGNsaWVudHMILCJhdWQiOiJodHRwczovL2FwaS5zdW)zcGFj
ZS5jb20vliwiaWFOljoxNjMyMjQ5NDcwLCJleHAIOjE2MzIzMzU4NzAsImF6cCl6Ing4Yld)anV6MWx
XYOpRNIVWQ1hYYjNuZ2lIMVdiRFINliwic2NvcGUIOIiJjb25zb2xIOmFjY2VzcyBhY2NIbGVyYXRvenM
6cmVhZCBhY2NIbGVyYXRvenM6d3)pdGUgc2lwdGVsZXBvecnQ6cmVhZCBzaXBOZWxIcG9ydDp3
cml0ZSBwecm9qZWNOczpyZWFkliwiZ3R51joiY2xpZW50LWNyZWRIbnRpYWxzliwicGVybWIzc2lvb
NMiOlsiY29uc29sZTphY2NIc3MiLCJhY2NIbGVyYXRvenM6cmVhZClsiImFjY2VszXJhdG9yczp3cml
0ZSIsINNpcHRIbGVwb3J0ONn)IYWQIiLCJzaXBOZWxIcG9ydDp3cml0ZSIsInByb2plY3RzOn)IYWQiXX
0.GSTY9XqN4ljrdximiE9YUOROPYiyhFziYQyHF5mPfYL1h693_BkhWaR94ecKs4e_q9Sh6tWT5-T5
txuFtUsVY1dFq2FljHbSy4NycYGx2h2iY_p00rN-YO_k2PqzV2xKnFoUUXChHk6GXvKfGObcTIUcKh
So7vlJIUQXA3VQeotjANwbf2VcMAL-2AARi1M6VPyf3fMgQgNI45dzKIWB6t0b8)-Gvabg0rEOuMB
Opli2JaKRyICnOAIll7cyw_finQQeuUaYrdWUsRwO0-Jh9XBXV5MdQwWF3IGOHFM73N-eySLIDgXS6YR|
8hW4HAyIkGUVrS_lagOwI9LYOTBPxPut7Q","scope":"console:access accelerators:read
accelerators:write globalturn:access sipteleport:read sipteleport:write projects:read
rtpspeed:read rtpspeed:write","expires_in":86400,"token_type":"Bearer"}

Once you have your access_token, the entire API is available to you.
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4, Fetch TURN Credentials

Subspace GlobalTURN is globally deployed after being enabled by the appropriate API call.

Use the JWT Bearer token you obtained in the previous step. Each request to the TURN API
will fetch a set of unique credentials for GlobalTURN, meant to be used by a single WebRTC
client. Credentials obtained from this APl will be valid for 24 hours.

APl documentation can be found here.

Example Request:

curl --request POST \

--url "https://api.subspace.com/v1/globalturn" \

--header "Authorization: Bearer
ey/hbGciOiJSUzITNilsInR5cCl61kpXVCIsimtpZCI6lIFVRXdRalEOTUVNdO1UUTVNMFV4UWtZNEOwW
TTJSRUISUWtOR1)gZENORE14TVRJeFJEaEVPQS)9.eyJodHRwczovL2FwaS5zdW)zcGFjZS5jb20vb
WVOYWRhdGEiOnsicHJvamVjdF9pZCl6InByal81ZIBoTmFhQmMRLT2NKa2xyMnZGTnVTInOsImlzc
yl6lmh0dHBz0i8vaWQuc3Vic3BhY2UuY29tLylsInN1Yil6Ing4YldJanVeMWxXYOpRNIVVQThYYjN
uZ2lIMVdiRFINQGNsaWVudHMILCJhdWQiOiJodHRwczovL2FwaS5zdW)zcGFjZS5jb20vliwiaWFOI
joxNjMyMjQ5NDcwLCJleHAIOjE2MzIzMzU4NzAsImF6cCl6Ing4Yld)anVeMWxXYOpRNIVVQThYY]j
NuZ2lIMVdiRFINIiwic2NvcGUIiOiJjb25zb2xIOmFjY2VzcyBhY2NIbGVyYXRvenM6cmVhZCBhY2NIb
GVyYXRvenM6d3)pdGUgc2lwdGVsZXBvenQ6cmVhZCBzaXB0ZWxIcG9ydDp3cml0ZSBwem9oqZ
WNOczpyZWFkliwiZ3R5ljoiY2xpZW50LWNyZWRIbnRpYWxzliwicGVybWIzc2lvbnMiOlsiY29uc29s
ZTphY2NIc3MILCJhY2NIbGVyYXRvenM6ecmVhZClIsImFjY2VsZX]hdG9yczp3cmlIOZSIsInNpcHRIbG
Vwb3J00nJIYWQIiLCJzaXB0ZWxIcG9ydDp3cmlI0ZSIsIinByb2plY3RzOnJIYWQiXX0.GSTY9XqN4ljrdx
imiE9YUOROPYiyhFziYQyHF5mPfYL1h693_BkhWaR94ecKs4e_q9Sh6tWT5-T5txuFtUsVY1dFq2FI
jHbSY4NycYGx2h2iY_p00rN-YO_k2PqzV2xKnFoUUXChHk6GXVKFGObcTIUcKhSo7vIJIUQXA3VQe
otjANwbf2VcMAL-2AARI1M6VPyf3fMgQgNI45dzKIWB6t0b8)-Gva6g0rEOUMBOpIi2JakRylICnOAll
7cyw_fiInQQeuUaYrdWUsRwO-Jh9XBXV5MdQwF3IGOHFM73N-eySLJDgXS6YRj8hW4HAyYIkGUVr
S_lagOwI9LYOTBPxPut7Q"

Example Response:

{"ice_servers":[{"username":"9992338615:prj_5fPhNaaBdKOcJklr2vFNuS","credential":"+C40xe
ilrM8d+dQyEgQmyatNnLM=","url":"turn:globalturn.subspace.com:3478?transport=udp","urls"
"turn:globalturn.subspace.com:3478?transport=udp"} {"username":"9992338615:prj_5fPhNa
aBdKO¢Jklr2vFNuS","credential™:"+C40xeilrM8d+dQyEgQmyatNnLM=","url":"turn:globalturn.s
ubspace.com:3478?transport=tcp","urls":"turn:globalturn.subspace.com:3478?transport=tcp"

1
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5. RTCPeerConnection Setup

Send the response from the GlobalTURN API to your WebRTC clients using your signaling
mechanism.

The response format can be easily consumed by the WebRTC RTCPeerConnection object.

dential":
"url": "turn:gl

"urls": "turn:

"username": 5:prj 5fPhNaaBdKOcJklr2vFNuS",

"credential": dQyEgQOmyatNnLM="",

"url": "turn:globalturn.st

"urls": "turn:globalturn.su

i

T

iceTransportPolicy:

We recommend setting “iceTransportPolicy” to “relay.” This will force the WebRTC client to
use GlobalTURN over other ICE candidates.

Relay ICE candidates are usually weighted lower than other ICE candidates that are
assumed to be more direct from a network perspective, with GlobalTURN this assumption
is no longer safe, since GlobalTURN will be more performant than other ICE candidates.

If you have additional questions, feel free to reach out directly via support@subspace.com.
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