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[Action Summary]

Management should secure access to computer networks through multiple layers of
access controls by doing the following:

« Establishing zones (e.g., trusted and untrusted) according to the risk profile and
criticality of assets contained within the zones and appropriate access
requirements
within and between each security zone.

» Maintaining accurate network diagrams and data flow charts.

+ Implementing appropriate controls over wired and wireless networks.
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[38 6] FFIEC Information Security Booklet,
11.C.9 Network Controls
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Implementing Network :
Segmentation and Segregation:

APRN 2019
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Apply technologies at more than just the network layer. Each host and network
should be segmented and segregated, where possible, at the lowest level that can be
practically managed. In most cases, this ap-plies from the data link layer up to and
including the application layer; however, in particularly sensitive environments,
physical isolation may be appropriate. Host-based and network-wide measures should
be deployed in a complementary manner and be centrally monitored. It is not sufficient
to simply implement a firewall or security appliance as the only security measure.

WEYD AZ 9lo) ThE Rol= 7|42 A estet 22e) BAES YEYAE AgHon
B9 4 9 7Hsd b Ae 992 ARsslojof e, TR, dlo|eYa AZRE o FeAol4
A7 A ol FHssiet. A, S8s) N BAoINL, 224 B AYY 4 ok sAE
714k b, E 91 Atol] Mg Wio] BeH o M gEojof 5}n, ol FAOIA A5 aof et
S8 Hok w02 Welulol} Bt T ae Hgat AL B2 Ut

[23 8] =F Aot obMIE],
‘Y H2stet B =5t

(Implementing Network Segmentation and Segregation)’ &

Information Supplement: [23 9] PCI-DSS 9| M (scoping) X
umo':% 253t 70| =(Guidance for PCI DSS Scoping and

Net-work Segmentation)
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Network segmentation of, or isolating (segmenting), the cardholder data environment
from the remainder of an entity’s network is not a PCI DSS requirement. However, it is

strongly recommend:
« The scope of the

ed as a method that may reduce:
PCI DSS assessment

« The cost of the PCI DSS assessment
« The cost and difficulty of implementing and maintaining PCI DSS controls
« The risk to an organization (reduced by consolidating cardholder data into fewer,

more controlled

% Azt

FEALEA} Hlo]E) 87

locations) Without adequate

& 279 o2 U=9lash MRS, S Belsht A2 PCIDSS 27kl

ohuch. shAlnt cheel AlHe £ 4 9t o Fes Fued

+PCI DSS 37} 9]

+PCI DSS 37} u]g
PCI DSS Alo®Al S =Qlsta AAI5H: do| =g} H]&

gl ot st

[12 10] PCI-DSS ‘89l 4H(scoping) X L& 7t0|=
(Guidance for PCI DSS Scoping
and Net-work Segmentation) &
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oHH, ‘Y M2 § siLte] ZX|ptoz B E QdS siFsts
YHES FAISts 27 EYLICh 0|ZE A PCI DSS= &t He
Ofg7| stH & 28 & U=X| LHFE= SAlO], EF SLte| ~Chof gk
o|Est= Ag FAGt Vst RE +EHES SHY + UAEE SELTH
HAHoR olmatol Hot +F5 B022|1 =S Eeltt=s S|
BB A7 W2 YL

While segmentation may help reduce the number of exposure points to the
cardholder data environment (CDE), it is not a silver bullet; implementing
segmentation is no replacement for a holistic approach to securing an organization’s

infrastructure.

Y ARSE FhEAfte] dold #7(CDE) A2 A2 48 Folt © £go] € & YA, BEe
ohct. o Al2aH: & 27e) Qlmebg skl 3] s1g WA Ae) tietel @ 4= glck.

[22] 11] PCI-DSS '#$l X (scoping) X £ 8 710|=(Guidance for PCI DSS Scoping and
Net-work Segmentation) &

NIST Special Publication 800-53 (Rev. 4)

Security and Privacy Controls for Federal Information Systems and Organizations

[3®l 12] NIST Special Publication 800-53 (Rev. 4)

THA|7| o] ot 0|2 FRIEZ7|EHTA(NIST, National Institute
of Standards and Technology)0| 337|122 tHAOZ iz
7to|=2tolo] F|ot= AT HA| HIBL|CH ‘AU L HEAAHD |2

2t 2ot JHel™ 2 EX|(Security and Privacy Control for Federal
Infor-mation Systems and Organization)0|2t= BRIE &1 Q=



Ol OJL| M| | ISSUE MINI SUMMARY 45
STARTUP ALLIANCE

EH7HE(Special Publication) 800-538 2ZI&LICL 0] M= 24
Q| M 2ofo| 0] e M A|ARO0| MO 2 HAE HI} oMY,
Z XL+ UACE 5= US SHOZ PLICELS 1842 Lhe
HO{HS| = ‘A|A” D FHFLHO|N 25 (System and Communications
Protection) 22 %3S 29, s 7t0|=21012 SZRE0 Y22/
UM2st Els HUSHHME ‘Ol HEE, ofd 58 52 7|52 2l

2t 7

E2[EX|= 2 7|2 x| 7|2 AFLICH

SC-7(21) BOUNDARY PROTECTION | ISOLATION OF INFORMATION SYSTEM COMPONENTS
The organization employs boundary protection mechanisms to separate [Assignment:
organization-defined information system components] supporting [Assignment: organization-
defined missions and/or business functions].

Supplemental Guidance: Organizations can isolate information system components performing
different missions and/or business functions. Such isolation limits unauthorized information
flows among system components and also provides the opportunity to deploy greater levels of
protection for selected components. Separating system components with boundary protection
mechanisms provides the capability for increased protection of individual components and to
more effectively control information flows between those components. This type of enhanced
protection limits the potential harm from cyber attacks and errors. The degree of separation
provided varies depending upon the mechanisms chosen. Boundary protection mechanisms
include, for example, routers, gateways, and firewalls separating system components into
physically separate networks or subnetworks, cross-domain devices separating subnetworks,
virtualization techniques, and encrypting information flows among system components using
distinct encryption keys.

AA B3 | ABA2E 94 My
F1BE (3 : 1Bo] Aol vld Fe 4T 7151 AUSHE [ : 710 el HuA2Y 24l
Balsts A BS WAHYZ S 93,

B2 7ol 1 e 77 e HTHE L) YT )5S SAsHs A8 ALY 248 EF 5 Uk 0|3
2o zn Aad 24 7 S7bEA) e Hue) BB AU 4 on, 54 2i0 o B E P
4 gt A7 BE AU S ol AAW 248 Belgo K 4 240 BE £30] 2t oleld 24
7 Rne 582 BN O AT 5 A Bt ol Bero] ZEHEW Aolu] FAT L7 A3 Y2 5
L Walrk AT, 2e) AEE Mg vAYZol wet cheksitt. 27 BE uAUZoIE ALY 248
gYHoz pejd YEYT 32 ARUEYIZ Uit 29, Alo|Ego], e, HEVENIE i
23 E0Q AL, b A1, FEEE B 7S B8 AAY 24 2 AN 58 48 5o Ik

[32) 113 NIST Special Publication 800-53 (Rev. 4), Security and Privacy Controls for
Federal Information Systems and Organizations SC-7 BOUNDARY PROTECTION
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	얖면
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	뒷면

