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I’m a Linux Malware Connoisseur



Menu of Effective Linux Malware

Simple and does one thing really well.

Small and respects system resources.

Hides, but doesn’t try to outsmart itself.

Can be quickly deployed with little risk.



Malware Scorecard
Sophistication

Effectiveness

Deniability

Stability

Stealth

Sophistication - How hard is it to pull off?

Effectiveness - How well does it work? 

Stealth - How well does it hide?

Stability - Can it run without drawing attention to itself?

Deniability - Is it common or unique?



Beginner

Cryptominers and Botnets



Cryptominers and Botnets

Sophistication

Effectiveness

Deniability

Stability

Stealth



CPU/Bandwidth hit and run.

Targets consumer and SOHO devices.

Extremely obvious, but may have secrets.

A free security audit.

They got it onto the box somehow!

Cryptominers and Botnets



Intermediate

Command and Control (C2) Framework



Command and Control (C2) Framework

Sophistication

Effectiveness

Deniability

Stability

Stealth



Red teams and turnkey hacking groups.

Feature-laden and bloated.

Can bypass exfiltration controls.

They got it onto the box somehow!

Command and Control (C2) Framework



File Operations
Shell Access
Process Manipulation
Credential Harvesting
Keyboard/Screen Capture
Network Pivoting
Exploit Plug-Ins

Command and Control (C2) Framework Capabilities



Command and Control (C2) Framework



Command and Control (C2) Framework

Huge size. Yuck!



What is the biggest problem with C2 frameworks?



C2 Frameworks Are Overdressed For the Occasion



Expert

Network Implants and Backdoors



Network Implants and Backdoors

Sophistication

Effectiveness

Deniability

Stability

Stealth



Network Implants and Backdoors

Focused features.

Enough stealth to hide for a long time.

These users mean business.

They got it onto the box somehow!



TCP/UDP Backdoors

ICMP Backdoors

Alternate Protocol Backdoors (SCTP)

SSH/PAM Backdoors

Well-Known Network Implants and Backdoors



Magic Packet Activation

Covert Channel Communications

Remote Access

Lateral Movement

Anti-Forensics

Network Implant Common Features



Implant Legit Service

Shell

Attacker

Network Implants and Backdoors: BPFDoor Magic Packet

1. Attacker sends packet to any 
port with magic number.

2.Implant sees packet before 
firewall can reject.

3. Implant starts shell on TCP 
port.

4.Reconfigures firewall to 
redirect attacker to shell.

5. Traffic appears to go to legit 
port but is rerouted to shell.

Firewall

IPTables Redirect
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Spot BPFDoor - Simple Evasion



Spot BPFDoor - Running Instance

No elaborate tricks, just simple tradecraft gets the job done.



Spot BPFDoor - Shell Spawned

Does standard and reverse shell depending on packet received.



Magic Password Shell

Password Stealer

Non-Resident Code

SSH Backdoor Common Features



SSH Backdoors

************ S3kretPa55

S3kretPa55

ENCRYPTED



Elite

Stealth Rootkits



Stealth Rootkits

Sophistication

Effectiveness

Deniability

Stability

Stealth



Pinnacle of stealth and evasive tradecraft.

Stealth Rootkits

Theory



Stealth Rootkits

A stealth rootkit is a lawyer.

Reality



Stealth Rootkits

Give me data. Here you go.

No Rootkit

Data



Stealth Rootkits

Give me data.
Let me consult 

my lawyer.

Rootkit

DataAltered 
Data



Stealth Rootkits - Complex Reality

Style Compatibility Stealth Stability Deployment Risk/Reward 

Loadable Kernel Module  (LKM)

Enhanced BPF (eBPF)

io_uring

Work well in targeted instances.

Evasive.

Expensive and a pain to deploy.

Can outsmart itself.

They got it onto the box somehow!



Stealth Rootkits - Rootkit Impacts

System Crashes

Performance Impacts

Updates Break System

Weird and Unexplained Network Activity



Stealth Rootkits - Detection

Directory and File Inconsistencies

Hidden Modules

Stealth Processes Decloaking

System Performance Impacts



Stealth Rootkits - Full Presentation

https://sandflysecurity.com/blog/linux-stealth-rootkit-hunting-
presentation



Stealth Rootkits - Automated Detection



Super Elite



Super Elite - Compromised Credentials

CredentialsImplants Rootkits



Compromised Credentials

Sophistication

Effectiveness

Deniability

Stability

Stealth



Malware Common Goal is to
Steal Credentials

Compromised Credentials 



No need for elaborate exploit.

Blends in with normal users.

Installing implants is a cakewalk.

Risk is mainly that credentials may be rotated.

Compromised Credentials - Why?



Compromised Credentials

Weak and default credentials allow Linux compromise.



root@sandflysecurity:/ # find / -name "id_ed25519" 2>/dev/null
/home/root/.ssh/id_ed25519
/home/root/.ssh/old/id_ed25519
/home/backups/.ssh/id_ed25519

Compromised Credentials

Step 1: Simple command to find credentials lying about.



root@sandflysecurity:/ # cat ~backups/.ssh/known_hosts
192.168.1.2 ssh-ed25519 AAAAC3NzaC1lZDI1NTE5…ZTNcM65oH+wyDii3mjSN
10.2.2.2 ssh-ed25519 AAAAC3NzaC1lZDI1NTE5AAAAID…1Mp2FkhrnTx4Kf7PI
…

root@sandflysecurity:/ # cat ~/.ssh/config
Host 192.168.1.2
     HostName backups.example.com
     User backups
     Port 22
     IdentityFile /home/backups/.ssh/id_ed25519

root@sandflysecurity:/ # last
backups pts/7   192.168.1.79     Tue Apr 21 13:48 - 13:48  (00:00)
…

Compromised Credentials

Step 2: Look at system files and audit logs to find new systems to target.



Closing
Sophistication

Effectiveness

Deniability

Stability

Stealth

Simple malware gets the job done.

Clumsy malware is stealth malware if you aren’t looking.

Regardless of malware type, they got on the box somehow.



Agentless Linux Security

Thank you.
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