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Executive Summary
How would you feel if prompts like “speak more warmly” or “smile now,” generated by 
emotion-tracking tools, popped up on your screen at work as you spoke with a customer  
or client? What if, in your interactions with coworkers, your employer was using data to 
predict and tamp down on any signs that your conversations could lead to workplace 
organizing or joining a union? And what if, in all of this, your employer was using 
so-called “Privacy-Preserving AI Techniques” that allowed them to truthfully say they 
never “touched” your or anyone else’s personal data — even as they managed to analyze 
that data in order to do these things?      

Such are the dilemmas workers increasingly face in the digital age. In response to 
widespread concerns about data tracking and the collection of personal information, 
corporations are deploying a new brand of technologies, including forms of artificial 
intelligence (AI), that claim to be “privacy-preserving” or “privacy-friendly” because they 
protect individuals’ personal data. But protecting workers’ personal data does not 
necessarily lead to protecting workers. Because corporations can use these Privacy-
Preserving AI Techniques as workarounds to analyze data at scale and make predictions 
without “touching” personal data, these technologies can enable corporations to 
technically comply with data privacy laws while exerting control over workers in ways 
that should cause grave concern.  

Left unchecked and absent proactive intervention, these technologies will be deployed 
in ways that further obscure accountability, entrench inequality, and strip workers of 
their voice and agency. Stronger state-level enforcement of existing laws — and most 
fundamentally, new workplace technology rights and standards — are necessary to 
protect workers from an expanding web of invisible control and digital exploitation.  

In light of these emerging technologies, we propose three forward-looking design 
principles, developed through deep discussions with workers, academics, and 
technologists. Rather than finely regulating specific technologies or data inputs directly, 
these principles target root causes, addressing the overall deficit of worker power and 
autonomy that tends to worsen as employers deploy new technologies. As federal 
preemption increasingly threatens state and local regulation of AI technology, this 
approach to protecting workers may also emerge as a necessary one.  
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Privacy-Preserving AI Techniques: Technologies, including PETs, synthetic data, and MPC, 
that “protect” personal data — data that is individually identifiable or traceable to an individual 

— while still allowing for the collection, use, and analysis of that data.1

Privacy-Enhancing Technologies (PETs): Technologies, including homomorphic encryption, 
functional encryption, and differential privacy, that use encryption and similar techniques to 
allow personal data to remain “hidden” even as it is being collected, processed, and used.

Synthetic Data: A form of data built by a computing model that is used to supplement or 
replace “real” data, i.e., data that is based on real-world measurements.

Multi-Party Computation (MPC): Technologies that allow data from different devices or 
parties to be analyzed, without revealing each other’s data to one another. 

Glossary

Eliminate the employer surveillance prerogative by preventing abusive surveillance 
from happening in the  first place. 

Focus on worker outcomes and refuse to play cat and mouse with the tech industry 
by widening the lens to target not only the boss’s tech-driven means, but their harmful 
ends.

Prioritize policies that enhance worker autonomy and check corporate power by 
rebalancing power asymmetries.

 1

 2

 3

These principles — paired with concrete legislative tools, enforcement reforms, and 
grassroots policy change efforts already underway across the US — offer a roadmap for 
bold governance that provides meaningful protection to workers and positions them to 
be decision-makers in the digital age.

Principles
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How can employers use Privacy-Preserving AI Techniques to avoid 
“touching” personal data?

Input: Data from workers and other sources

“Privacy-Preserving” Techniques Layer

PETs 
(e.g., encryption, 
differential privacy)

Synthetic data  
(e.g., to train AI systems)

MPC  
(e.g., federated 
learning)

Output: Employer insights and capabilities may include…

AI-driven pay manipulation Intensified surveillance Enhanced automation
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Introduction
Workers and advocates are racing to address the widespread use of automated management and 
surveillance tools in the workplace.2 Such technologies are strongly associated with higher anxiety 
levels for workers, pressure to work at unsafe speeds, and higher rates of workplace injury.3 Adding 
to this, corporations can use a new class of emerging Privacy-Preserving AI Techniques to further 
erode worker power and perpetuate new harms.  

This policy brief examines three of these technologies, which are increasingly integrated into AI 
systems that monitor and manage work: privacy-enhancing technologies (PETs), synthetic data, 
and multi-party computation (MPC).    

To demonstrate that these technologies are often inadequate to protect workers, we unpack two 
core myths about data privacy: 

•	 The myth that data protection in the consumer marketplace functions similarly in  
the workplace. 

•	 The myth that stronger data protections, particularly those focused on safeguarding 
personally identifying information, are sufficient to address the harms that workers suffer 
from data extraction. 

This brief also highlights some of the most promising examples of a next generation of labor  
and technology protections. It provides legislators and advocates with a framework for designing 
policy tools to regulate emerging technologies proactively and sustainably, and advances an 
ambitious policy vision that focuses on worker dignity and power, not just technically narrow data 
privacy protections.
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I. When “Privacy” Isn’t Enough: 
The Hidden Risks of Emerging 
Workplace Technologies
Until recently, most tech regulation in the United States has followed what we call a “chase-the-data” 
approach — a framework based on individual rights to access, correct, or delete personal data.4 
Key laws like the California Consumer Privacy Act (CCPA)5 are based on this approach, mirroring 
elements of the European Union General Data Protection Regulation (GDPR), which is often 
held up as the “gold standard” of this policy model.6 Laws like these have been groundbreaking in 
challenging data extraction and establishing new rights to data privacy. They offer individuals some 
level of control to counter corporate ownership of data.

This data protection and security model — originally aimed at regulating how tech companies like 
Google and Facebook collect and use data for advertising7 — has two major characteristics. First, 
because it equates individual data privacy with protection, legal protections often only apply to 
so-called personal data that can be traced to a particular individual. Thus, data that is anonymized, 
de-identified, or aggregated is afforded few to no legal protections.8 Second, because this model 
focuses on individual data rights, the burden of exercising those rights falls on the individual, 
typically through procedural rights to “know,” “delete,” and “correct” one’s own data.9  

Such individualized approaches fall woefully short in the workplace.10 Workers often operate under 
conditions of extremely unequal bargaining power, where the stakes of exercising one’s rights can be 
prohibitively high.11 Even in the rare instances when employers must disclose the use of workplace 
technology, workers generally lack the power to perceive or control the full extent of workplace 
surveillance.12 As a result, there has been an unprecedented expansion in employers’ ability to 
collect worker data without meaningful consent, and to use it to surveil, discipline, and intensify 
exploitation.13 Employers can also profit from worker data by selling it on the open market.14

New advancements in AI, machine learning, and distributed computing, such as so-called 
privacy-enhancing technologies, synthetic data, and multi-party computation, offer ways 
for companies to comply with “chase-the-data” regulatory models and nominally claim they are 
protecting worker privacy. But these technologies are very unlikely to help workers — and in fact 
can be deployed to perpetuate or enhance worker surveillance. The following sections discuss how, 
without adequate safeguards, these new technologies — while superficially promising privacy — can 
allow employers to continue to feed worker data into machine learning models that exert ever-higher 
levels of control, manipulation, and extraction. 
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A.	 Obscuring the Watcher: How “Privacy-Enhancing” Technologies (PETs) Mask 
Employer Surveillance

“For us drivers, a lot of it is just suspicion. They [Uber] are collecting your 
information and they know everything about you. They know what route you’re 
taking, your personal information, where you are going, but when it comes to the 
output of the algorithm, that is all obscured. There is no way to know why the app 
is making these decisions for me.”

 —  Longtime Uber driver15

As corporations use worker data to generate detailed profiles and performance metrics, workers’ 
experiences of employer manipulation arising from information asymmetries are becoming 
routine.16 These experiences will become even more common as privacy-enhancing technologies 
(PETs),17 such as homomorphic encryption,18 functional encryption,19 and differential privacy,20 are 
introduced in the workplace. These types of PETs allow users to analyze a dataset without 
identifying the individual pieces of underlying data, much in the same way that a viewer of an 
impressionistic painting can, from a distance, discern the overall pattern of a field, pond, or city 
street, without seeing the tiny, discrete daubs of color that make up the image.  

Adoption of these technologies is surging: the global PET market is on track to explode from 
$2.4 billion in 2023 to $25.8 billion by 2033.21 (Privacy expert Elizabeth Renieris has noted that 
“companies with the historically most data-intensive practices are now among the most fervent 
advocates and adopters of PETs.”22) Corporations can deploy these technologies to “preach 
the gospel of privacy” and legitimately claim they never saw an individual’s raw data, even as 
they extract data-driven insights relating to people’s behaviors, habits, or risks, and “continue to 
carry out the same activities they have always undertaken.”23 These technologies can frustrate 
accountability,24 obscure bias,25 and deepen industry control by facilitating and incentivizing more 
data sharing between corporations.26 As legal scholar Michael Veale has highlighted, even without 
accessing any individual’s personal data, new cryptographic tools and privacy technologies can 
be used to “spotlight the roads where a protest is planned” or identify areas or industries likely to 
employ migrant workers.27

One adopter of PETs is Uber, a company that has been dogged by allegations that they use data 
to lower driver pay and and keep passenger fares high.28 In 2017, Uber announced an open-source 
tool that would allow it — and any other company using the tool — to gather statistical results 
from large datasets without seeing the personal details of any single user.29  Uber’s then head of 
privacy engineering reportedly explained that the company’s differential privacy tool would allow 
its analysts to perform “statistical roll ups, sums, averages, counts, things like that, without needing 
to access the raw data.”30

Uber justified these potentially problematic ends by implying the solution to privacy-related 
concerns was technological, i.e., “integrating differential privacy into our analytics pipeline, 
ensuring we can continue to improve our business with data-driven insights while using leading-edge 
privacy technology.”31 Uber’s privacy principles, published in 2021, also emphasize the protection 
of individual-level, personal data: “We do the right thing with data” and “We safeguard personal 
data.”32 Meanwhile, the company’s profit-driven data analysis and extraction appear to only 
deepen.33 A recent national survey of more than 2,500 Uber drivers found that seven in ten drivers 
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report experiences that suggest the company’s AI manipulates driver pay in ways that push drivers to 
accept lower fares or stay on the road for longer, and that drivers commonly report serious financial 
hardship and psychological distress as a result of difficulty predicting their pay on the app.34

Unless laws and regulatory frameworks account for the impacts of these so-called privacy enhancing 
technologies35 — and focus on protecting not just personal data, but also actual persons — 
workers will continue to remain susceptible to these unaccountable forms of data-driven control, 
manipulation, and exploitation.36 

B.	 Synthetic Data: A New Frontier for Worker Exploitation Without Accountability 

“When you’re out there, and you can hear them moving around, but you can’t see 
them, it’s like ‘Where are they going to come from?’ It’s a little nerve-wracking at 
first.”

 —  Amazon warehouse worker, describing wheeled robots in her facility37

Synthetic data — or AI-generated data which can be used in robotics, computer vision, and 
automated decision-making systems — is rapidly becoming a popular tool. Tech industry consultant 
Gartner estimates that by 2030, synthetic data will “completely overshadow” real data in AI 
models.38 Synthetic data is generally cheaper than collecting real world data.39 In theory, properly 
designed AI models trained on synthetic data can reach conclusions statistically similar to those 
trained on real data.40 Rather than collecting information directly from workers, companies can 
use AI-generated synthetic data to simulate and predict worker behavior, bypassing labor and data 
protections premised solely on regulating personal data, while claiming to protect privacy.41 Even 
though synthetic data may allow companies to make predictions or decisions about workers without 
using personal data in the legal sense, it can still harm workers.42 

Amazon has reported using synthetic data to simulate its warehouse operations in order to train 
robots in its fulfillment centers.43 Robots play a key role in Amazon’s warehouses. Over its history, 
the company claims to have developed, produced, and deployed over one million robots across its 
warehouse operations network.44 According to Amazon Robotics’ chief technologist, “[w]e’re using 
generative AI in just about everything that we’re doing inside of robotics.”45  

But all this accelerated automation may come at a human cost. There is a risk that corporations can 
use synthetic data to accelerate the deployment of automated systems that may displace workers, 
degrade their working conditions, and heighten their risk of physical injury. 

Since 2019, investigative reports have identified a correlation between Amazon’s adoption of 
robotics technology and worker health and safety problems.46 Further, according to a Wall Street 
Journal analysis of Amazon’s warehouse workforce, “[r]obots are also supplanting some employees, 
helping the company to slow hiring,” and the “average number of employees Amazon had per 
facility last year, roughly 670, was the lowest recorded in the past 16 years.”47

Rather than enhancing privacy in any meaningful way, synthetic data can open the door to new 
forms of evasion and exploitation. These include: 
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•	 Regulatory evasion and limits to enforcement: Laws regulating personal data may not 
apply to synthetic data.48 Even when such laws do apply, an enforcer may not be able to 
tell whether synthetic or personal data was used, incentivizing companies to falsely claim 
compliance by masking real data use behind synthetic generation.49 

•	 Deepening black-box decision-making: Synthetic data can undermine legal requirements 
of explainability and interpretability. Generally, the more sophisticated the synthetic data 
generator, the more difficult it becomes to explain correlations and — even more strongly — 
causality, in the data generated.50

•	 Even more invasive profiling: By filling gaps that exist in real-world data, synthetic  
data can increase the quality of a data set. But excessively high correctness and precision of 
factual and predictive data carries its own risks.51 Technology ethicists warn of the possibility 
that forms of facial recognition and computer vision technologies, which are fueled by 
synthetic data to analyze crowds and predict unrest, could be adapted to predict and quell 
worker organizing.52

•	 Undermining accountability: Because synthetic data adopts the rhetorical mantle of 
privacy and artificiality, harmful practices might attract less legal or ethical scrutiny when 
synthetic data is used than when real worker data is used.53  

Unless regulation evolves to recognize and address the use of synthetic data, workers will continue 
to face digital profiling, discipline, and job displacement without legal recourse.

C.	How Multi-Party Computation and Federated Learning Enable Invisible 
Surveillance 

“If you want to ask me a question, and I choose to answer it, that’s fine. But to... 
basically put me under a microscope and see how I’m writing things, or how my 
body’s responding to different things [to infer that information]... [that] I don’t 
like.”

 —  Social worker, describing an employer’s use of emotion AI to infer what she  
is feeling54

Techniques like multi-party computation (MPC) and federated learning (FL) enable corporations 
to collaboratively analyze data or train models without directly sharing their underlying datasets.  
MPC allows multiple parties to jointly compute results while keeping their data encrypted.55 FL 
enables multiple devices to jointly train a machine learning model by processing data locally so 
that it does not need to be transferred to a central server; the result is that one party can analyze 
another party’s personal data without being in actual possession of it.56 This can confound 
enforcement under legal frameworks that attribute harm to the person or entity who “touched” (or 
collected and processed) the personal data.57 On paper, MPC technology looks privacy-enhancing, 
but in practice, corporations can wield it to coordinate data consolidation and surveillance while 
evading accountability.58  

One active application of FL is in wearable devices.59 FL can be used to assist in “emotion AI” and 
“affect detection,” computation that is designed to detect a person’s mental and emotional state via 
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physiological signals.60 Despite concerns about accuracy and bias,61 the market size of emotion AI 
technologies is expected to grow to nearly $450 billion by 2032.62 Decentralized FL techniques can 
serve as a tool for industry to deploy emotion AI while avoiding many of the organizational risks 
of running afoul of data protection laws.63 For example, FL is among the tools recommended on a 
Cogito Tech blog that companies can use to “safeguard data from unauthorized access or breaches 
while preserving the utility.”64

Regardless of whether FL is used to protect worker data, harms to the worker remain.65 In a 2023 
research study:

•	 A custodian described emotion AI inferring their “deeper” felt emotions as akin to “spying” 
that crosses “a huge privacy boundary.”66 

•	 A social worker worried her emotion data would lead to a poor performance review on the 
grounds that “I wasn’t necessarily happy or something like that.”67 

•	 A customer service representative described the distress of having to provide support to 
customers who, upon recognizing her identity as a Black woman, met her with disdain.68 She 

“shared how difficult it was to maintain positivity ‘when your insides are crying …,’ knowing 
that [her] emotions were monitored to make sure of it.”69   

These harms are unlikely to be prevented through “technical solutions or the governance of 
emotion data.”70 Rather, they require more direct policy interventions.
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II. Forward-Looking Design 
Principles for Labor and 
Technology Policy
As new technologies facilitate the widespread processing of aggregated, anonymized, and 
de-identified data, the limits of “chase-the-data” regulatory strategies may soon entirely overwhelm 
their merits.71 Without proactive safeguards to regulate labor outcomes, innovation will continue to 
be leveraged as a tool for exploitation. To reverse this trajectory, we need policies that put worker 
dignity, autonomy, and collective power at the center. Below are three policy design principles that 
can guide regulation that is more durable and just. These principles are not a litmus test. Rather, 
they are core values that stakeholders and policymakers can consider when developing worker 
protections that will endure through the rapid technological changes on the near horizon. They 
are intended to be read in tandem with other tech policy recommendations advanced by unions, 
worker centers, and labor advocates.72 

A.	Eliminate the employer surveillance prerogative and stop harm at the source by 
preventing abusive surveillance from happening in the first place.

Policymakers should place bright-line rules on the act of “datafication,”73 or on the collection 
or generation of worker data itself, and not only on the post-hoc use of data. Businesses use an 
array of workplace technologies to capture and analyze data, ranging from obvious tactics, such 
as directly surveying workers, to more hidden ones, such as embedding microphones in worker 
badges.74 The problem is not only the use of such data; the harm also often arises at the point of 
data collection.75 Data is slippery. Once created, it can be anonymized, aggregated, synthesized, 
de-identified, confidentially computed, stored, sold, shared, and more. A first step in interrupting 
this cycle of harm is to close the spigot: we must end what legal scholar Ifeoma Ajunwa and her 
co-authors have described as “limitless worker surveillance.”76

At the root of this worker datafication problem are default legal rules that, apart from extremely 
limited legal protections that may prevent surveillance in break rooms and bathrooms, generally 
allow employers to collect and use worker data however they want.77 The advent of increasingly 
invasive, low-cost workplace monitoring technology requires us to rethink these default rules.  

Stronger workplace technology laws should aim to break, as appropriate, what we call “the 
employer surveillance prerogative.”78 In other words, policymakers should ban electronic 
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monitoring of workers outright, especially mass, continuous surveillance. When intermittent 
electronic workplace monitoring is permitted, it should follow strict minimization principles. 
Specifically, it should only be allowed when it is strictly necessary (such as for legal compliance), 
affects the smallest number of workers, collects the least amount of necessary data, and is narrowly 
tailored to use the least invasive means.79 Additionally, businesses should be required to notify 
workers of the use of electronic monitoring as well as its intended purpose. Laws that prevent the 
sale and repurposing of any worker data that has been collected are also critical for interrupting the 
business imperative to collect and exploit as much data as possible. 

There are signs that state and local lawmakers are starting to push for setting boundaries on 
employer surveillance and datafication. One example is Massachusetts’ Fostering Artificial 
Intelligence Responsibility (FAIR) Act,80 proposed in 2025, which would strictly prohibit 
electronic monitoring that includes facial recognition, gait analysis, or emotion recognition 
technologies.81 The bill would also bar audio or visual surveillance in private spaces, such as 
bathrooms, prayer rooms, break areas, and workers’ homes and personal vehicles — a necessary 
protection in a world of hybrid and remote work.82 California’s Assembly Bill 1331, proposed 
in 2025, also takes steps to advance worker autonomy.83 The bill would prohibit companies from 
requiring workers to physically implant tracking devices84 or wear always-on surveillance tech.85 It 
would also give workers the right to leave behind monitoring tools during off-duty hours and in 
personal or private spaces, including during rest periods and meal breaks.86

Together, these bills reflect a critical turning point in labor-tech regulation. They recognize that 
protecting worker data is no substitute for protecting workers’ space, time, and autonomy.

B.	 Focus on worker outcomes and refuse to play cat and mouse with the tech industry 
by widening the lens to target not only the boss’s tech-driven means, but their harmful ends.

Legal frameworks that focus on technicalities tend to disadvantage workers, exacerbating power 
asymmetries and information imbalances. This is all the more true in recent years, as rapid 
advancements in technology have made it increasingly challenging for workers and regulators to 
accurately determine the precise data inputs or processes of a given machine learning model or AI 
technique. This can trap policymakers in a cat-and-mouse game, in which they enact laws that only 
apply based on exactly how a particular problematic technology is built or the specific invasive data 
inputs it uses, only to have corporations leapfrog over the law by deploying new technologies that 
bypass its reach while still achieving the same harmful ends.

To ensure that worker protections sufficiently address real-world impacts, policymakers should go 
beyond merely regulating technical inputs, such as how data is collected or anonymized, and also 
focus on the intended and unintended real-world outcomes these systems produce for workers. 
A new generation of laws that guarantees workers digital rights for the 21st century should 
focus on addressing and preventing tangible harms like scheduling instability, unfair discipline, 
surveillance-based stress, dangerous work speed quotas, health and safety risks from automated 
decision-making, and job precarity, regardless of the type of technology used or whether companies 
technically comply with privacy standards. 

One way to accomplish this is to establish bright-line rules prohibiting the use of automated 
decision-making technologies in certain situations.87 Another is to evaluate how technologies 
may harm workers, and to address or prevent those harms. For example, the federal Warehouse 
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Worker Protection Act, proposed in 2024,88 prohibits dangerous work speed quotas that interfere 
with workers’ ability to use the bathroom and take guaranteed breaks, or that are set in time 
increments shorter than one day.89 Following years of reported high injury rates among warehouse 
workers due to technology-enabled monitoring,90 the bill directs the Occupational Safety and 
Health Administration (OSHA) to create an ergonomic management standard for warehouse 
workers.91 This mandate also reflects a need to authorize existing regulatory agencies to update and 
advance protections for the new challenges of data-driven workplaces. 

In the specific instances when worker data collection is permitted, a policy focus on worker 
outcomes should also create clear liability and consequences for any harms that result. New York 
City’s Secure Jobs Act, which was introduced in 2024, would establish a just-cause standard 
that, in essence, shifts the burden of proof to an employer to justify a worker’s termination.92 
The proposed bill also specifically prohibits employers from firing workers based on data from 
biometric technologies, geofencing technologies (location tracking), apps installed on personal 
devices, and recordings taken within the private homes of employees.93  

One advantage of policy approaches that plainly restrict certain employer practices is their 
legibility: they do not require workers or regulators to decipher black-box systems. Such laws 
better enable workers to recognize when their rights have been violated. One early and  instructive 
example is fair workweek laws, which protect workers from scheduling changes without notice 
or remuneration.94 A number of states and localities have enacted these laws in response to the rise 
of just-in-time scheduling practices, in which employers, often using data-driven software, attempt 
to “optimize” labor costs via highly unpredictable worker scheduling changes. Fair workweek 
protections do not regulate technicalities, like what data is fed into the algorithm; rather, they 
disincentivize the problem itself by requiring employers to compensate workers financially for last-
minute scheduling changes.  

Both fair scheduling and warehouse quota laws are examples of how regulators can create new 
substantive rights for workers by designing new workplace regulations for emerging technology-
induced harms that were not previously recognized under law. These types of policies are readily 
enforceable and have a concrete, direct impact on working conditions.95 

C.	Prioritize policies that enhance worker autonomy and check corporate power by 
rebalancing power asymmetries. 

To advance worker power in the age of AI, policymakers must recognize that the core problem 
is not the protection of particular pieces of data, but how emerging workplace technologies can 
exacerbate power asymmetries and structural exploitation.96 Now is the time for state and local 
legislators to move beyond a narrow focus on individual privacy and take steps to legislate with 
clear standards that enhance worker power. 

First, policymakers should support mechanisms that bolster workers’ collective participation 
throughout all stages of the development and deployment of workplace technology.97 
Foundationally, it is critical for policymakers to support workers’ rights to collectively bargain,98 
as unions and other worker associations have quickly proven to be among the most impactful 
stakeholders in incorporating worker expertise in new tech deployments.99 Even when unions or 
organized worker centers are not present in a particular workplace, there are still opportunities 
to ensure meaningful worker input. These include: incorporating worker participation in all 
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stages of AI development, deployment, and redesign; treating worker participation as work and 
compensating workers for their time; and designing high-quality engagement methods, such as 
prioritizing workers as the key source of knowledge to identify problems and respecting workers’ 
rights throughout the process.100   

Second, policymakers should apply this brief ’s analysis to ensure that the public and private 
enforcement provisions in new labor-tech laws match the scale and sophistication of emerging 
Privacy-Preserving AI Techniques like synthetic data and multiparty computation. Legislators 
should strengthen the investigative authority and internal capacity of labor agencies, state attorneys 
general, and local enforcement authorities to conduct public hearings, compel transparency, and 
scrutinize employer practices even when data is anonymized or decentralized.101 Recognizing the 
tremendous consolidation of corporate power behind AI,102 legislators should also ensure that 
penalties are scaled to deter abuse, so that even the biggest corporations take the law seriously. 
This may include profit disgorgement and executive- or investor-level sanctions that hold decision-
makers personally accountable, not just their firms.103

Steps to strengthen private enforcement are equally important, given that under-resourced 
government agencies will not have the capacity to vindicate workers’ rights violations on their 
own. As a starting point, new workplace technology rights should always include a private right 
of action (PRA), or the right of a private individual or organization (not just the government) to 
sue an employer or business in court, either individually or in a class action. Business lobbies have 
vigorously resisted the inclusion of PRAs in tech related legislation,104 even though PRAs are the 
standard legal mechanism for workers and consumers to enforce their rights,105 and offer the most 
direct access point for creating accountability in the private sphere.106 Relatedly, in cases involving 
algorithmic decision-making or surveillance, the burden of proof should rest with employers, e.g., 
to demonstrate that their use of such technology fits specific categories of permissible use, or to 
show that they have chosen the narrowest version of electronic monitoring available. 

Third, given the secrecy that pervades the tech sector, enacting strong whistleblower protections 
is also essential.107 Whistleblowers are why we know about technology controversies involving 
companies ranging from Facebook to Instagram to Uber.108 Strong whistleblower laws that cover 
workplace technology developers as well as both worker and supervisor users of these technologies 
can encourage insider disclosures that may uncover violations, inform public discussion, and spur 
action by consumers and policymakers.109

Last, strengthening anti-retaliation laws helps to protect line-level workers’ ability to individually 
and collectively address the new forms of injustice arising from electronic surveillance, monitoring, 
and control.110 Front-line workers will be the first ones to identify the harms from these 
technologies. We all benefit when they have the protections they need to step forward.  
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Conclusion 
The design principles in this brief offer a path to move beyond the narrow frameworks of data 
protection that have dominated tech policymaking for decades. In our conversations with workers, 
academics, and technologists, an overriding theme was that Privacy-Preserving AI Techniques are, 
in essence, the newest face of an age-old problem: corporations putting profits over people. The 
stakes are high: dignity, fairness, and voice on the job. To advance durable protections for workers, 
it is critical to eliminate the employer surveillance prerogative, focus on worker outcomes, and 
prioritize worker autonomy and check corporate power. We need safeguards rooted in collective 
rights, structural accountability, and democratic participation. Across the country, a growing 
coalition of labor leaders, civil society organizations, technologists, and policymakers is rising to 
meet this challenge. Together, we are forging new regulatory models — ones that treat workers not 
as data points, but as decision-makers. 
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