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Continuous security posture

management across clouds

Take control of your cloud misconfigurations

The cloud has enabled every organization to innovate faster and with more agility. As environments grow more complex
(new workloads, architectures, roles, users, etc.), answering questions like “what databases are exposed to the internet”
is painfully difficult. Maintaining a strong security posture and managing cloud configurations is hampered by
fragmented tooling and a flood of contextless alerts.

The Wiz security stack includes a next generation, context-aware CSPM solution. Unlike traditional solutions that only
allow for flat cloud governance based on single entities and their properties, Wiz empowers users to identify toxic
combinations by providing unprecedented context. This lets you focus on remediating the most dangerous risks instead
of being flooded by thousands of unintelligible alerts.

Comprehensive cloud security
posture management (CSPM)

Meet any compliance and posture
management needs with over 1,400
cloud misconfiguration rules,
continuous CIS and compliance
monitoring for over 35 frameworks,

Reduce alert fatigue using context

Connect in minutes and see the full
picture of your cloud environment
today and as it changes in the
future, no matter what technologies
and providers your business
chooses. Contextualize your

One policy across cloud and code

Prevent and fix misconfigurations
across the pipeline and production.
Enforce built-in Wiz policies and
compliance frameworks across your
cloud environments and laC code,
and build your own custom policies

laC scanning, real-time detections, and frameworks.
custom OPA-based rules, and

auto-remediations.

misconfigurations using the Wiz
Security Graph, which surfaces

only the misconfigurations that

truly matter.
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A unified cloud security platform providing a simple way
to assess threats in context and rapidly respond to
minimize impact

Automatic posture management and remediation

 Built-in rules: Automatically assess over 1,400 configuration rules, unified across
runtime (GCP, Azure, AWS, OCI, Alibaba) and laC (Terraform, CloudFormation, Azure
ARM templates).

« OPA-based customization: Build custom rules using OPA (Rego) engine, by querying
cloud native APIs and the OPA’s Rego querying language.

* Real-time detections and remediations: Detect misconfigurations in near real-time
and trigger automatic remediation flows.

Go beyond CSPM

« Effective network and identity exposure: Prioritize network and identity
misconfigurations by focusing first on resources Wiz has verified to be exposed using
the graph-based network and identity engine.

« Attack path analysis: Your teams can easily discover which misconfigurations can lead
to lateral movement paths that compromise high-value assets such as admin identities
or crown jewel data stores.

* Prioritize misconfigurations using context: Using the Wiz Security Graph, you can
prioritize misconfigurations using operational, business and cloud context. For example,
you can choose to ignore empty VPCs, or resources that are managed by a
cloud service.

Address compliance requirements with confidence

« Continuous monitoring: Automatically assess your compliance posture over more than
35 built-in compliance frameworks including CIS Azure/GCP/AWS/OCI/ Alibaba, NIST
CFS/SP/800-171/800-53, PCI DSS, SOC2, HiTrust and more.

« Custom frameworks: Define your own organizational compliance baseline by creating
new frameworks or duplicating existing ones and assign any Wiz built-in or custom
policies to your custom frameworks.

* Cross-framework heatmap: The compliance heatmap is a bird's-eye view that lets you
pick out your weak spots across multiple applications and frameworks.
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Wiz secures everything organizations build and run in the cloud. Founded in 2020, Wiz is the fastest-growing
software company in the world, scaling from $1M to $100M ARR in 18 months. Wiz enables hundreds of
organizations worldwide, including 35 percent of the Fortune 100, to rapidly identify and remove critical risks in
cloud environments. Its customers include Salesforce, Slack, Mars, BMW, Avery Dennison, Priceline, Cushman &
Wakefield, DocuSign, Plaid, and Agoda, among others. Wiz is backed by Sequoia, Index Ventures, Insight Partners,
Salesforce, Blackstone, Advent, Greenoaks, Lightspeed and Aglaé. Visit https://www.wiz.io/ for more information.

wIZ

Wiz came into the picture to allow us
to feel secure and confident in how
fast we're moving, even as our
cybersecurity challenges keep
changing.

Melody Hildebrant
CISQO, Fox

FOX

Wiz is an easy to use, easy to set up,
incredibly powerful solution that is
becoming one of the main toolsets in
our belt. The volume and information
we get from Wiz helps steer our
focus moving forward.

Brad Abe
Enterprise and Principal Security Architect,
ASOS

asos

The confidence we've gotten about
what’s in our environment and how
it's configured that Wiz provides
enables us to report to leadership on
what we're doing in cloud security
and why. The cloud went from being
our least understood to our most
understood space, and that was
entirely due to Wiz

Greg Poniatowski | Head of Threat and
Vulnerability Management, Mars

MARS

Wiz gives me a complete, detailed
map to understand what needs to be
done to achieve compliance. It's my
checklist.

Omri Nachum,
CISQO, Lili Bank
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