@ Executive summary

The Wiz and Slack integration enable teams to streamline security communication by sending real-time, actionable
security alerts directly to Slack channels. By integrating Wiz's powerful cloud security insights with Slack’s
collaboration platform, organizations can automate notifications, provide rich context for critical issues, and enable
faster decision-making. This integration bridges the gap between security and development teams, ensuring that
threats are addressed promptly without disrupting workflows.

ﬁ Benefits of the integration

* Real-Time Alerts: Automatically send prioritized security notifications to Slack channels as Issues are detected
or updated in Wiz.

» Customizable Messaging: Tailor notifications to specific scenarios, such as critical severity Issues or resource-
specific updates, for better clarity and actionability.

* Improved Collaboration: Enable teams to discuss and resolve security Issues directly within Slack, reducing
delays and improving response times.

* Actionable Context: Provide detailed insights from Wiz, including links to Issues, enabling teams to understand
and remediate threats quickly.

* Seamless Automation: Use Slack as part of automated workflows, ensuring consistent communication for every
relevant security event.

Use case overview, challenge and solution

Use Case: Automating Security Notifications for Faster Action

Organizations need a quick and effective way to communicate critical security Issues. The Wiz and Slack integration
automates notifications for high-priority threats, enabling teams to collaborate and resolve issues faster within Slack.

Challenge: Delayed and Fragmented Security Communication
* Delayed Responses: Without automated notifications, security Issues may not reach the right teams in time,
increasing the risk of breaches.

* Fragmented Tools: Switching between platforms for communication and security management slows
response times and creates inefficiencies.

* Lack of Context: Security alerts without detailed context force teams to spend additional time triaging and
understanding issues.
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Solution: Streamlined Security Communication with Wiz and Slack

The Wiz and Slack integration solves these challenges by enabling automated, contextual security alerts directly in
Slack:

+ Automatically send alerts for critical Issues, such as toxic combinations or high-risk misconfigurations, to
designated Slack channels.

» Customize notifications to include relevant details, such as Issue severity, affected resources, and remediation
steps.

+ Use Slack as a central hub for collaboration, allowing teams to discuss and resolve Issues without switching
platforms.

» Automate workflows to ensure consistent and timely communication for all relevant security events.
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About Wiz About Slack

Wiz is on a mission to transform cloud security for customers — Slack is the Al-powered platform for work bringing all of your
which include 35% of the Fortune 100 — by empowering them to conversations, apps, and customers together in one place. Around
embrace a new cloud operating model. Its Cloud Native Application the world, Slack is helping businesses of all sizes grow and send
Protection Platform (CNAPP) delivers full-stack visibility, accurate productivity through the roof.

risk prioritization, and enhanced business agility. The result? More

context with less noise, so that security teams can focus their time

on what matters most.
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