WIZ* + Onyxia

@ Executive summary of the integration

Onyxia’'s Al-powered and data-driven Cybersecurity Management Platform seamlessly integrates with
Wiz to increase visibility into their Vulnerablility Management and Cloud Security performance. Onyxia
enables CISOs to take a proactive approach to cyber defense strategy with predictive insights and data
iIntelligence. The Onyxia platform automates the data collection process and analyzes the entire data
ecosystem enabling CISOs to prioritize and act on the most pressing issues, ensure organizational
compliance, improve risk management, and align their security initiatives with business goals.

& Market challenge

The role of today's CISO is increasingly demanding, complex, and has greater accountability. Having
access to real-time data and being able to easily generate reports on not only your Vulnerability
Management and Cloud Security performance, but your entire security program, allows CISOs to be
better prepared and more efficient. Onyxia’s library of security metrics simplifies your performance
tracking and provides you with actionable insights to proactively address risks.

@ Benefits of the integration

« Automate data collection, assessments and reporting from your Wiz instance to optimize your
communication with executive leadership and better direct your team

« Enhanced analysis of your Wiz vulnerability management and cloud security with actionable data-
driven insights to prioritize the most at-risk issues

» Contextualize and measure your performance with historical and external benchmarking to better
align our goals and improve your overall security posture

» OnyxAl insights and analysis allow you to predict vulnerabillities and avoid risks before they can cause
harm to your organization

AN
@ The better together story

When you connect your Wiz instance with the Onyxia Cybersecurity Management Platform, you gain an
iIntelligent platform that not only adds much-needed automation but also provides a high-level view into
the performance of the entire security program. From day one your data is analyzed using Onyxia’s out-
of-the-box metrics, showing your historical and real-time performance trends and compares your SLAs
to industry benchmarking standards. Onyxia’'s security data fabric enhances your Wiz vulnerabillity
management by providing contextual and predictive analysis, allowing you to make data-driven
decisions. Through OnyxAl, Onyxia’'s predictive cybersecurity management engine, the supported
metrics show a 30-day predictive trend allowing you to proactively address vulnerabilities. Onyxia takes
a holistic and automated approach to managing your security program and enables on-demand risk
assessment, optimization of your security stack, and improved communication of your security
Initiatives.

WIZ Wiz & Onyxia :



Use case overview, challenge and solution

Use case

Onyxia’s client is a publicly-traded insurance technology company with thousands of employees. They
are a class-leading software and data analytics provider to manage auto insurance claims and related
repairs.

Challenge

This client uses Wiz for both vulnerability management and cloud security. They needed a better way to
present the essential information from Wiz in a concise manner that alighed with the organization's
priorities. They spent many hours manually converting their program data into actionable insights and
formatting performance in a way for their executive team to understand the true value of their security
program.

Solution

With Onyxia, our client was able to select from a library of Cyber Performance Indicators (CPIs) to
simplify managing and the measurement of their Wiz tenant. They can see the specific data that matters
most, allowing them to focus more time on program optimization and risk reduction. Onyxia collects and
analyzes data from our mutual client’s entire security ecosystem with Onyxia’s data fabric. Onyxia cleans,
maps, and correlates the data, and based on the analysis, provide mutual clients with continual program
assessment and benchmarking as well as meaningful insights regarding their security stack coverage and
compliance efforts. Onyxia enables mutual clients to leverage all the data they have from many different
data sources in one core management dashboard.
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About Wiz About Onyxia

Wiz I1s on a mission to transform cloud security for customers — The Onyxia Al-powered Cybersecurity Management Platform is the
which include 45% of the Fortune 100 — by empowering them to essential solution for CISOs to optimize cyberdefense planning and
embrace a new cloud operating model. Its Cloud Native strategy. Onyxia delivers powerful predictive insights and data
Application Protection Platform (CNAPP) delivers full-stack Intelligence so that security leaders can proactively improve risk
visibility, accurate risk prioritization, and enhanced business Mmanagement, ensure organizational compliance, and, bridge their

agility. The result? More context with less noise, so that security security initiatives to the business.
teams can focus their time on what matters most.
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