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What if I tell you..
That Kubernetes will be dead by 2030



NEW OPERATION MODEL

“Kubernetes has matured to 
the point where it’s like Linux – 
its just there, does what it 
does, and gets out of the way”
Kelsey Hightower

But is this true for security?



Security evolution model
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The Past



A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

Reviewing Critical and High vulns in K8s in the official CVE feed:

https://k8s.io/docs/reference/issues-security/official-cve-feed/index.json


A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

Did not materialize - K8s API is one of the 
most robust code bases out there



A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

• CRI escapes 

Liz Rice keynote at 
KubeCon EU 2018

Symlink-based 
escapes

Manifestation: 
Leaky vessels

https://www.youtube.com/watch?v=ltrV-Qmh3oY
https://www.wiz.io/blog/leaky-vessels-container-escape-vulnerabilities


A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

• CRI escapes 

Overall tamed / movement towards the 
solution: image verification, quick patching, 
hypervisors and sandboxes where needed



A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

• CRI escapes

• Image vulnerabilities

• Inconsistencies across the scanners (UBCIS publication)
• Issues with package and metadat identification

https://www.usenix.org/system/files/cset20-paper-berkovich.pdf


Overall tamed by 
• SBOM and image scanners, not unique to this domain
• Minification of the images (Distroless anyone?)
• Movement towards the contextual and runtime vuln validation

A look into the past

Security challenges of the early days

• Core K8s vulnerabilities

• CRI escapes

• Image vulnerabilities



The Present



A look at the present



A look at the present

Positives – better vulnerability management



A look at the present

Positives - better permission management



A look at the present

Positives – better workload security



A look at the present

Positives – better version management



A look at the present

Positives Negatives



The Future



Wait, so what now?

K8s == OS for modern workloads

By operation type: from academy to industry 

By workload type: from Webapps to HA workloads to AI and CICD workloads



Extensibility
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Future – AI Threat Model Support



Training vs Inference = Protect data vs Protect 
compute

Threat Model changes

Different security controls are needed



Future – AI and Multi-Tenancy

Execution-as-service and X-tenant 
vulnerabilities

- Hugging face – breaking out of inference 
runtime

- Replicate – malicious model + LM
- Sap AI – AI to env takeover
- NVIDIA Container Toolkit – from image to 

host
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• Compute 
integrity

• Compute 
availability

• Confidentiality

https://www.wiz.io/blog/wiz-and-hugging-face-address-risks-to-ai-infrastructure
https://www.wiz.io/blog/wiz-research-discovers-critical-vulnerability-in-replicate
https://www.wiz.io/blog/sapwned-sap-ai-vulnerabilities-ai-security
https://www.wiz.io/blog/wiz-research-critical-nvidia-ai-vulnerability


Extensibility



Future – Peripheral Vulnerabilities

The era of core vulnerabilities is over, next to the perimeter 
vulnerabilities

CNI and storage vulns

Device plugins

Ingress NGINX controller



Future – Peripheral Vulnerabilities

Ingress NGINX controller



Future – Cloud Integration

• Bloatware in managed clusters 
(our talks from KubeCon EU 2023 and 2024)

• Tight integrations with cloud = additional attack surface
(Our blog series on security analysis of EKS Access management and EKS pod identity)

K8s + Cloud = 

https://www.youtube.com/watch?v=aAxl90o910g&t=8s
https://www.youtube.com/watch?v=aAxl90o910g&t=8s
https://www.wiz.io/blog/eks-cluster-access-management-and-pod-identity-security-recommendations
https://www.wiz.io/blog/new-attack-vectors-emerge-via-recent-eks-access-entries-and-pod-identity-features


Future – Cloud Integration

K8s + Cloud = 

Cloud headaches are now K8s headaches 



Product Response





Thank you for listening!

Questions?
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