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VERIFIABLE 
DATA 
EXCHANGE

CRYPTOGRAPHY AS AN ENABLER FOR 
DECENTRALIZED IDENTITY
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INTRODUCTION



DECENTRALIZED DOMAIN increases complexity
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INTRODUCTION
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FINDY AGENCY
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INTRODUCTION
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API client
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multiple repositoriesmicroservice architecture



AUTOMATED TESTING
= TESTS RUN IN CI

programmatic tests are just another form of manual 
testing if NOT run in CI
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AUTOMATED TESTING



AUTOMATED TESTING
TIRELESS KNIGHT AGAINST REGRESSION

regression = previously working functionality or feature in an application starts 
malfunctioning or breaks after making changes or updates to the software
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AUTOMATED TESTING



UNIT TESTS: 
IDEAL 

WORLD
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UNIT TESTS: REALITY
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System Under Test
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APPLICATION
(INTEGRATION/E2E)

TESTS
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SOFTWARE RUN WITH 
ITS EXTERNAL DEPENDENCIES,

WITHOUT UNIT TESTING TOOLING

AUTOMATED TESTING



FINDY AGENCY APPLICATION TESTS
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service1 service2 service3

db1 db2

service4

db3

docker-compose.ymlgh-worklow.yml
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TEST APP

CLI

AUTOMATED TESTING



TEST COVERAGE
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TEST COVERAGE



PURPOSE OF COVERAGE 
MEASUREMENT

findy-network.github.io 14

IS NOT TO BE THE BONUS CRITERIA
FOR YOUR BOSS

it determines how well the tests cover
the various aspects of the software

TEST COVERAGE



AUTOMATED 
MONITORING
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new PR

tests in CI

result file upload

analysis

PR check OK/NOK

TEST COVERAGE



ADD SOME FLAGS TO UNIT TESTS AND 
ENJOY THE RIDE

but what about the application tests?
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TEST COVERAGE



SOLUTION: 
GO COVER
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OUR SOLUTION



HOW
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# build with –cover flag
go build –cover -o ./program

# define folder for result files
export GOCOVERDIR=”./coverage”

# run binary
./program

# convert and analyze result files
go tool covdata textfmt –i=$GOCOVERDIR –o coverage.txt

OUR SOLUTION



SERVICE
DOCKERFILE
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build stage

run stage

OUR SOLUTION



APPLICATION TESTING STEPS
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Build service image with 
instrumented binary

Launch test 
environment 

with 
docker-compose

Run test set
Convert and 

send coverage 
files 

OUR SOLUTION



CONFIG FOR
SERVICE 

UNDER TEST
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docker-compose.yml

OUR SOLUTION



AFTER TEST RUN:
CONVERT AND 
STORE DATA
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OUR SOLUTION



SEND DATA 
FOR 

ANALYSIS
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OUR SOLUTION



GREAT SUCCESS
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OUR SOLUTION



PROJECT
OVERVIEW
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OUR SOLUTION



REMEMBER!
SHUTDOWN GRACEFULLY
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COVERAGE DATA IS LOST IF PROGRAM DOES NOT EXIT 
“NORMALLY”

servers need to handle the SIGTERM signal
-> ensure that Docker container passes

the signal to the server process

OUR SOLUTION



TAKEAWAYS

USE KNIGHTS TO FIGHT REGRESSION

COMPLEMENT UNIT TESTS WITH APPLICATION 
TESTS

WRITE OPEN SOURCE
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THANK YOU!
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