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$ whoami

Alessio Greggi m

* Software Engineer @ SUSE

* Catfood opener for my cat Gino

* Enthusiastic reader and hiker

s cat {github, twitter} .com
alegrey9l
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® A metric that can help you understand
how much of your source is tested

® Expressed as percentage

® Mostly used when writing unit-tests

() 53.6% -

Coverage on 82K Lines to cover Unit Tests
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Go Code Coverage

* Firsttime introduced in version 1.2 for unit-tests
https://tip.golang.org/doc/go1.2¢cover

* The story continues with version 1.20 with support for
integration-tests
https://go.dev/blog/integration-test-coverage

* Sensitively increased coverage percentage of projects
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https://tip.golang.org/doc/go1.2#cover
https://go.dev/blog/integration-test-coverage

Go Code Coverage

go test -coverprofile=coverage.out -cover -v ./...

go tool cover -html=coverage.out -o coverage.html

code.google.com/p/go.blog/content/cover/size.go  + covered

switch
case a < @:
return "negative"

case a < 10:
return "small"
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{

"defaultAction": "SCMP_ACT_ERRNO"

e e * Security feature in the Linux kernel

'SCMP_ARCH_X86_64"
"'SCMP_ARCH_X86",
"SCMP_ARCH_X32"

* Rules are defined in a file and referred
as a seccomp profile

* Extensively used in the Kubernetes
ecosystem (default profile)

action": "SCMP_ACT_ALLOW",

name": "chroot"

action": "SCMP_ACT_ALLOW",
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Seccomp Profile as Artifact

GﬁtH ul:- ckpphcation manifest

e ) )

i a ! cD ‘
e *‘ inttContainer
test PQPE.IME. in;-le_ct seccomp Pm‘-\\[e
A apphca‘tior\ container
artifact:
Se_chmF.—Pr‘DPi le_.json
\ J - )

securityContext:
seccompProfile:
type: Localhost
localhostProfile: "path/to/injected.json”
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TRACING
SYSCALLS:
HOW I DID IT
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Tracing Syscalls (integration tests)

* Build the binary

* Provide scripts that check for expected results

* Runthe binary along with some tracing tool (strace/perf/...)
* Collecting executed syscalls

* This allow us to collect most of the syscalls used in the
program, but not ALL the syscalls
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Tracing Syscalls (unit tests)

* Abit more complicated

* go test command compile and run the test binary all at once
(nostrace go test .)

* Compile test binary separately and then tracing it could include noise not
related to our syscalls

(nostrace ./test-binary)

* Inorder to avoid of catching noise, we should trace only user-defined
functions within the test binary
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* Use eBPF to define a tracepoint that
starts when a uprobe attached to the
function is triggered and stop once
the uretprobe return

* github.com/alegrey91/harpoon
* Usesaquasecurity/libbpfgo

B wa v
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ELF bimr’y

Harpoon
uprobe / uretprobe D i T e T _—
S main.o‘oSome_‘th? "'
I :
L e— !
Trocepoint |I ;
s.ys__.e_n‘b er “\ R_ET _______ /
# harpoon capture -f main.doSomething -- ./command
# harpoon capture -f main.main -- ./command
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Harpoon
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* https://github.com/alegrey91/fwdctl

* testscript
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https://github.com/alegrey91/harpoon
https://github.com/alegrey91/fwdctl

exec fwdctl apply --help
stdout 'Usage:'

exec fwdctl apply --file rules.yaml
fwd_exists lo tcp 3000 127.0.0.1 80
fwd_exists lo tcp 3001 127.0.0.1 80

fwd_exists 1o udp 3002 127.0.0.1 80

exec fwdctl delete -n 1
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Recipe

tests.yaml

@ integration-test 475 @ trace-integration-test 455 @ build-seccomp-profile

@ unit-test 2m 44s @ trace-unit-test

@ code-coverage

GOLAB The International Conference on Go in Florence | November 11th, 2024 - November 13th, 2024

16



Recipe (trace-integration-test)

* |nstalls harpoon

* Run testscript suite

® Wrapped exec command to execute harpoon
under the hood when running integration tests
(exec_cmd) »
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Recipe (trace-integration-test)

v func execCmd(ts *testscript.TestScript, neg bool, args []string) { exec_cmd fwdctl create -d 3000 -s 127.0.0.1 -p 80 -i lo
var backgroundSpecifier = regexp.MustCompile( 7&([a-zA-Z_0-9]+&)7%7) fwd_exists lo tcp 3000 127.0.0.1 80
uuid := getRandomString()
workDir, err := os.Getwd() # test alternative name 'add'

Hicroos ik exec fwdctl add -d 3001 -s 127.0.0.1 -p 80 -i Lo
" : S Al
ts.Fatalf("unable to find work dir: %v", err) fwd_exists lo tcp 3001 127.0.0.1 80

}

GUEESEERITENG epilelr ot # test creation of udp rule

exec_cmd fwdctl create -d 3002 -s 127.0.0.1 -p 80 -i lo -P udp
fwd_exists lo udp 3002 127.0.0.1 80

"/usr/local/bin/harpoon”
"capture",
"o

"main.main",

" " exec fwdctl list -o json
--save",

i : = cmp stdout fwdctl list.json
--directory",
fmt.Sprintf("%s/integration-test-syscalls", workDir),

"--include-cmd-stdout"”, # clean up environment

"--include-cmd-stderr”, exec fwdctl delete -n 1

"--name", exec fwdctl delete -n 1

fmt.Sprintf("main_main_%s", uuid), exec fwdctl delete -n 1
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Recipe (trace-unit-test)

* |nstalls harpoon

* harpoon analyze

* harpoon build
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Recipe (build-seccomp-profile)

GOLAB

Final job downloads metadata from previous jobs

Installs harpoon

Generate profile using harpoon build

Upload Seccomp profile as artifact
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=

"defaultAction": "

[ 2 T S Y T N R B

Recipe

(3]
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Not'sure iLlllElIIl( you
for your attention
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