
 
 

Data Privacy & Security 
Parent’s Bill of Rights 

Parents (includes legal guardians or persons in parental relationships) and Eligible Students (student 18 

years and older) can expect the following: 

1. A student’s personally identifiable information (PII) cannot be sold or released for any commercial 

purpose. PII, as defined by Education Law § 2-d and Family Educational Rights and Privacy Act ("FERPA"), 

includes direct identifiers such as a student’s name or identification number, parent’s name, or address; 

and indirect identifiers such as a student’s date of birth, which when linked to or combined with other 

information can be used to distinguish or trace a student’s identity. Please see FERPA’s regulations at 34 

CFR 99.3 for a more complete definition. 

2. The right to inspect and review the complete contents of the student’s education record stored or 

maintained by an educational agency. This right may not apply to parents of an Eligible Student. 

3. State and federal laws such as Education Law § 2-d; the Commissioner of Education’s Regulations at 8 

NYCRR Part 121, FERPA at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act 

("COPPA") at 15 U.S.C. 6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 

20 U.S.C. 1232h (34 CFR Part 98); the Individuals with Disabilities Education Act (“IDEA”) at 20 U.S.C. 

1400 et seq. (34 CFR Part 300); protect the confidentiality of a student’s identifiable information. 

4. Safeguards associated with industry standards and best practices including, but not limited to 

encryption, firewalls, and password protection must be in place when student PII is stored or 

transferred. 

5. A complete list of all student data elements collected by NYSED is available at: 

http://www.nysed.gov/data-privacy-security/student-data-inventory 

and by writing to:  

 

Chief Privacy Officer,  

New York State Education Department,  

89 Washington Avenue, Albany, NY 12234 

 

6. The right to have complaints about possible breaches and unauthorized disclosures of PII addressed. 

 

Complaints may be submitted to NYSED at: 

 

https://www.nysed.gov/charter-schools/complaint-process  

 

 

http://www.nysed.gov/data-privacy-security/student-data-inventory
https://www.nysed.gov/charter-schools/complaint-process


 
by mail to:  

  

Chief Privacy Officer,  

New York State Education Department, 

89 Washington Avenue, Albany, NY 12234 

  

You may also submit a complaint to:  

  

Head of School 

Broome Street Academy Charter High School 

555 Broome Street, 4th Floor 

New York, NY 10013 

 

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized release 

of PII occurs. 

8. Educational agency workers that handle PII will receive training on applicable state and federal laws, 

policies, and safeguards associated with industry standards and best practices that protect PII. 

9. Educational agency contracts with vendors that receive PII will address statutory and regulatory data 

privacy and security requirements. 

Family Rights and Privacy (FERPA) 

The procedures for the confidentiality of student records are consistent with federal statutes, including 

the Family FERPA. The parents, those acting in a parental relationship, or eligible students of the 

Broome Street Academy Charter High School are hereby notified that you have the following rights in 

relation to student records under FERPA and Board of Education Policy #7240: 

1. The right to inspect and review student’s education records, unless otherwise limited by court 

order or other legally binding instrument, within 45 days of receipt of request. 

2. The right to request the amendment of the student’s education records that the parent or 

eligible student believes are inaccurate. Parents or eligible students may request such 

amendment by writing to the School Principal (or appropriate school official), clearly identify the 

part of the record they want changed, and specifying why it is inaccurate. If the School decides 

not to amend the record as requested by the parent or eligible student, the school will notify 

the parent or eligible student of the decision and advise them of the right to a hearing regarding 

the requested amendment. Additional information regarding hearing procedures will be 

provided to the parent or eligible student when notified of this right. 

3. The right to consent to disclosures of personally identifiable information contained in the 

student’s education records, except to the extent that FERPA authorizes disclosure without 

consent. 

4. There are exceptions which allow for disclosure without consent: 



 
 

• Educational records may be released to school officials with legitimate educational 

interests. A school official is a person employed by the school as an administrator, 

supervisor, instructor or support staff member (including health or medical staff and law 

enforcement unit personnel); a person or company with whom the school has 

contracted to perform a special task (such as an attorney, auditor, medical consultant or 

therapist); or a parent or student serving on an official committee, such as a disciplinary 

or grievance committee, or assisting another school official in performing his or her 

tasks. A school official has a legitimate educational interest if the official needs to review 

the educational record to fulfill their professional responsibility. 

• Education records of a student concerning disciplinary action taken against a student for 

conduct that posed a significant risk to the safety or well-being of that student, other 

students, or other members of the school community may be disclosed to school 

officials in other schools who have been determined to have a legitimate educational 

interest in the behavior of the student. 

• Educational records may be disclosed by school officials, including disciplinary records 

and records that were created because of a student receiving special education services 

under Part B of the Individuals with Disabilities Education Act, to another school or 

postsecondary institution in which the student seeks or intends to enroll. 

1. The right to file a complaint with the U.S. Department of Education concerning alleged failures 

by the school to comply with the requirements of FERPA. The name and address of the Office 

that administers FERPA are: Family Policy Compliance Office, U.S. Department of Education, 400 

Maryland Ave., SW, Washington, DC 20202-4605. 

2. If either a student’s parent, those acting in a parental relationship, or the eligible student desire 

to obtain copies of the policy pertaining to student records, notification should be presented to 

the Head of School Broome Street Academy Charter High School, 555 Broome Street, 4th Floor, 

New York, NY 10013 

Release of information beyond that noted above requires parental consent. 

 

Note – All rights and protections given parents under the FERPA and this policy transfer to the student 

when he or she reaches age 18 and petitions for self-determination, or attends a post-secondary school, 

or has been designated an “emancipated minor”. The student then becomes an “eligible student.” 

 

Designated Directory Information 

 

The school designates the following PII contained in a student’s education record as “directory 

information” and shall release the information without prior written consent unless it is for commercial 

purposes. 

 

http://www2.ed.gov/policy/gen/guid/fpco/index.html


 
1. Student’s name and date of birth (if required for school-sponsored course, organization, activity, 

or report) 

2. Name(s) of the student’s parent(s) or legal guardians 

3. Student’s address and phone number to law enforcement authorities for the purposes of 

complying with active investigations 

4. Student’s grade designation 

5. Student’s extracurricular school activities and offices  

6. Student’s school achievement, awards, and honors  

7. Relevant statistics and personal data if a member of an athletic team or other school sponsored 

course, organization, or activity 

8. Present and previous school(s) attended by the student 

Opt Out – If you do not want the school to disclose the above directory information from your child’s 

educational records without your prior written consent, including to military recruiters, institutions of 

higher education, and potential employers, you must notify the school in writing by September 30 for 

the current school year.  

 

Please note – A student photograph, video, or recording is not designated as “directory 

information.” However, these may be used without prior written consent in school programs or to 

provide information or publicity for a school activity, the student, or school. If you refuse to permit use 

of your student’s photograph, video or recording for these School purposes, you must notify the School 

in writing as directed above by September 30 for the current school year and expires on June 30 of that 

school year. 

 

Confidentiality 

 

The school adheres to the Family Educational Rights and Privacy Act (FERPA). Private health care 

providers must follow other laws called Health Insurance Portability and Accountability Act (HIPAA). In 

instances where the school needs to communicate with private health care providers, the parent will 

need to complete the required form(s) from their health care provider for school officials to be able to 

speak with them. Please be advised that confidential medical information will be shared with school 

personnel who need to know. This may include understanding the impact a medical condition may have 

on a child within the classroom setting and/or how to recognize and potentially manage significant 

medical concerns until medical help arrives. If you have any questions, please contact your school nurse. 

 

Protection of Pupil Rights Amendment 

 

The Protection of Pupil Rights Amendment (PPRA) affords parents certain rights regarding our conduct 

of surveys, collection, and use of information for marketing purposes, and certain physical exams. These 

include the right to: 



 
 

Consent before student is required to submit to a survey that concerns one or more of the following 

protected areas if the survey is funded in whole or in part by a program of the U.S. Department of 

Education or is issued by a “third party” 

 

1. Political affiliations or beliefs of the student or student’s parent 

2. Mental or psychological problems of the student or student’s family 

3. Sex behavior or attitudes 

4. Illegal, anti-social, self-incriminating, or demeaning behavior 

5. Critical appraisals of others with whom respondents have close family relationships 

6. Legally recognized privileged relationships such as with lawyers, doctors, or ministers 

7. Religious practices, affiliations, or beliefs of the student or parents 

8. Income, other than as required by law to determine program eligibility 

Receive notice and an opportunity to opt a student out of: 

1. Any other protected information survey, regardless of funding 

2. Any non-emergency, invasive physical exam or screening required as a condition of attendance, 

administered by the school or its agent, and not necessary to protect the immediate health and 

safety of a student, except for hearing, vision, or scoliosis screenings, or any physical exam or 

screening permitted or required under State law 

3.  Activities involving collection, disclosure, or use of personal information obtained from students 

for marketing or to sell or otherwise distribute the information to others 

Inspect, upon request and before administration or use: 

1. Protected information surveys of students 

2. Instruments used to collect personal information from students for any of the above marketing, 

sales, or other distribution purposes 

3. Instructional material used as part of the educational curriculum 

These rights transfer from the parents to a student who is 18 years old or an emancipated minor under 

State law. Parents who believe their rights have been violated may file a complaint with: 

Family Policy Compliance Office 

U.S. Department of Education 

400 Maryland Avenue, SW 

Washington, D.C. 20202-8520 

 


