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Unsafe  
for Work !



Hero with a cape 

On top a friendly dragon 

Rescues a princess 

On his long journey 

He battles fierce animals 

And rides a dolphin



What’s the deal with unsafe?



https://www.reddit.com/r/rust/comments/xc5wut/should_we_be_worried_about_proliferation_of/

https://www.reddit.com/r/rust/comments/10x5s5k/is_rust_unsafe_just_moving_the_problem/

https://www.reddit.com/r/rust/comments/1esj2v8/unsafe_rust/

r/rust

?



?unsafe deactivates  
the borrow checker 



No.



fn split<T>(slice: &[T], point: usize) -> (&[T], &[T]) { 
    (&slice[..point], &slice[point..]) 
} 



fn split<T>(slice: &[T], point: usize) -> (&[T], &[T]) { 
    (&slice[..point], &slice[point..]) 
} 

fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    (&mut slice[..point], &mut slice[point..]) 
} 



fn split<T>(slice: &[T], point: usize) -> (&[T], &[T]) { 
    (&slice[..point], &slice[point..]) 
} 

fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    (&mut slice[..point], &mut slice[point..]) 
} 

5 | fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
  |                        - let's call the lifetime of this reference `'1` 
6 |     (&mut slice[..point], &mut slice[point..]) 
  |     ---------------------------^^^^^---------- 
  |     |     |                    | 
  |     |     |                    second mutable borrow occurs here 
  |     |     first mutable borrow occurs here 
  |     returning this value requires that `*slice` is borrowed for `'1`



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    unsafe { (&mut slice[..point], &mut slice[point..]) } 
} 



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    unsafe { (&mut slice[..point], &mut slice[point..]) } 
} 

5 | fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
  |                        - let's call the lifetime of this reference `'1` 
6 |     unsafe { (&mut slice[..point], &mut slice[point..]) } 
  |               ---------------------------^^^^^---------- 
  |               |     |                    | 
  |               |     |                    second mutable borrow occurs here 
  |               |     first mutable borrow occurs here 
  |               returning this value requires that `*slice` is borrowed for `'1`



unsafe deactivates  
the borrow checker WRONG



A language superset



Unsafe Rust Allows

• Dereferencing raw pointers 

• Calling unsafe functions and methods, 
including extern 

• Implementing unsafe traits 

• Mutate static variables 

• Access unions



Pointer Types

• The borrow checker  is still enabled 
with the correct types: owned values, 
shared and mutable references — 
“borrows” 

• There are more pointer types: Raw and 
mutable raw pointers! They are not 
being checked by the borrow checker.

T 

&T 

&mut T

*const T 

*mut T

Owned Type 

Reference 

Mutable Reference

Raw Pointer 

Mutable Raw Pointer

Borrow
 checked

U
nchecked



let mut v = [1, 2, 3, 4, 5]; 

let ptr = &raw mut v[0];



let mut v = [1, 2, 3, 4, 5]; 

let ptr = &raw mut v[0];

let ptr: *mut i32 



let mut v = [1, 2, 3, 4, 5]; 

let ptr = &raw const v[0];

ptr

1 2 3 4 5V



let mut v = [1, 2, 3, 4, 5]; 

let ptr = &raw const v[0]; 

println!("{:?}", ptr);

0x16f0262a4



?It’s just C/C++ all over again…



let mut v = [1, 2, 3, 4, 5]; 
let ptr = &raw mut v[0]; 

*ptr = 9; 
println!("{:?}", *ptr); 



let mut v = [1, 2, 3, 4, 5]; 
let ptr = &raw mut v[0]; 

*ptr = 9; 
println!("{:?}", *ptr); 

error[E0133]: dereference of raw pointer is unsafe and 
requires unsafe function or block 
  --> src/main.rs:33:5 
   | 
33 |     *ptr = 9; 
   |     ^^^^ dereference of raw pointer 
   | 
   = note: raw pointers may be null, dangling or unaligned; 
they can violate aliasing rules and cause data races: all 
of these are undefined behavior



let mut v = [1, 2, 3, 4, 5]; 
let ptr = &raw mut v[0]; 

unsafe { *ptr = 9 }; 
println!("{:?}", unsafe { *ptr });



fn danging_pointer() { 
    let ptr: *const i32; 

    { 
        let value = 42; 
        ptr = &raw const value; 
    } 

    unsafe { 
        println!("Dereferencing ptr: {}", *ptr); 
    } 
} 



fn danging_pointer() { 
    let ptr: *const i32; 

    { 
        let value = 42; 
        ptr = &raw const value; 
    } 

    unsafe { 
        println!("Dereferencing ptr: {}", *ptr); 
    } 
} 

DEBUG 
> 42

RELEASE 
> 24565UNDEFINED BEHAVIOUR



Unsafe Blocks

• unsafe blocks allow dereferencing raw 
pointers. 

• They also allow calling of unsafe functions. 

• For you as a developer this means: Make sure 
you do the right thing and try to meet all 
safety conditions.



fn danging_pointer() { 
    let ptr: *const i32; 

    { 
        let value = 42; 
        ptr = &raw const value; 
    } 

    " { // Thar be dragons! 
        println!("Dereferencing ptr: {}", *ptr); 
    } 
} 



Unsafe blocks and functions



Contracts

• Unsafe functions highlight that this 
code might cause undefined behaviour. 
This behaviour needs to be checked! 

• Unsafe blocks highlight that you as a 
developer checked all preconditions to 
run unsafe code.

unsafe {}   

unsafe fn 



unsafe moves safety checks from the 
compiler to the developer 



Explicit.



It’s just C/C++ all over again…WRONG



Safe abstractions



Safe abstractions for unsafe code

• Unsafe can’t be avoided, really. 

• But it can be avoided to work with unsafe 
entirely. 

• Unsafe code calls for safe abstractions.



A look at Bevy

• Bevy as a game engine has a lot of self-made 
data structures that are optimised for 
performance 

• We take one example how Bevy uses unsafe to 
make safety guarantees. 



pub struct ThinArrayPtr<T> { 
    data: NonNull<T>, 
    #[cfg(debug_assertions)] 
    capacity: usize, 
} 

NonNull<T> 

*mut T but non-zero and covariant. 

This is often the correct thing to use when 
building data structures using raw 
pointers,

Similar to `Vec<T>`, but with the capacity 
and length cut out for performance 
reasons.

https://doc.rust-lang.org/reference/subtyping.html


pub struct ThinArrayPtr<T> { 
    data: NonNull<T>, 
    #[cfg(debug_assertions)] 
    capacity: usize, 
} 

impl<T> ThinArrayPtr<T> { 
    fn empty() -> Self { 
        Self { 
            data: NonNull::dangling(), 
        } 
    } 

pub const fn dangling() -> Self { 
    // SAFETY: mem::align_of() returns a non-zero  
    // usize which is then casted 
    // to a *mut T. Therefore, `ptr` is not null  
    // and the conditions for 
    // calling new_unchecked() are respected. 
    unsafe { 
        let ptr = crate::ptr::dangling_mut::<T>(); 
        NonNull::new_unchecked(ptr) 
    } 
} 

Creates a new NonNull that is dangling, but 
well-aligned. 

This is useful for initializing types which 
lazily allocate, like Vec::new does.



pub struct ThinArrayPtr<T> { 
    data: NonNull<T>, 
    #[cfg(debug_assertions)] 
    capacity: usize, 
} 

impl<T> ThinArrayPtr<T> { 
    fn empty() -> Self { 
        Self { 
            data: NonNull::dangling(), 
        } 
    } 

pub fn with_capacity(capacity: usize) -> Self { 
    let mut arr = Self::empty(); 
    if capacity > 0 { 
        // SAFETY: 
        // - The `current_capacity` is 0 because it was just created 
        unsafe { arr.alloc(NonZeroUsize::new_unchecked(capacity)) }; 
    } 
    arr 
} 

Creates a non-zero without checking whether the value 
is non-zero. This results in undefined behaviour if the 
value is zero. 

Safety 

The value must not be zero.

pub const unsafe fn new_unchecked(n: T) -> Self { 
    //... 
} 



pub struct ThinArrayPtr<T> { 
    data: NonNull<T>, 
    #[cfg(debug_assertions)] 
    capacity: usize, 
} 

impl<T> ThinArrayPtr<T> { 
    fn empty() -> Self { 
        Self { 
            data: NonNull::dangling(), 
        } 
    } 

pub fn with_capacity(capacity: usize) -> Self { 
    let mut arr = Self::empty(); 
    if capacity > 0 { 
        // SAFETY: 
        // - The `current_capacity` is 0 because it was just created 
        unsafe { arr.alloc(NonZeroUsize::new_unchecked(capacity)) }; 
    } 
    arr 
} 

SAFE



Safe abstractions you have used.

• Vec<T> 

• Rc<T>, Arc<T> 

• Mutex<T> 

• RwLock<T> 

• …



Unsafe for work



You’re fine. 
Really.



Unsafe Rust Allows

• Dereferencing raw pointers 

• Calling unsafe functions and methods, 
including extern 

• Implementing unsafe traits 

• Mutate static variables 

• Access unions



When do you need it.

• Hardware Access 

• FFI 

• Performance Optimisations



1 occurence of actively using unsafe



1 occurence of actively using unsafe

// SAFETY: Assumes that V8 passes a valid string pointer 
let details_c_str = unsafe { CStr::from_ptr(details.detail) }; 
details_c_str.to_string_lossy()



// SAFETY







fn danging_pointer() { 
    let ptr: *const i32; 

    { 
        let value = 42; 
        ptr = &raw const value; 
    } 

    unsafe { 
        println!("Dereferencing ptr: {}", *ptr); 
    } 
} 

$ cargo +nightly miri run 



fn danging_pointer() { 
    let ptr: *const i32; 

    { 
        let value = 42; 
        ptr = &raw const value; 
    } 

    unsafe { 
        println!("Dereferencing ptr: {}", *ptr); 
    } 
} 

$ cargo +nightly miri run 

error: Undefined Behavior: out-of-bounds pointer use: alloc1905 has been freed, so this 
pointer is dangling 
  --> src/main.rs:15:43 
   | 
15 |         println!("Dereferencing ptr: {}", *ptr); 
   |                                           ^^^^ out-of-bounds pointer use: alloc1905 
   |                                                has been freed, so this pointer is  
   |                                                dangling 
   | 
   = help: this indicates a bug in the program: it performed an invalid operation, and 
caused Undefined Behavior



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    let ptr = slice.as_mut_ptr(); 
    let len = slice.len(); 

    unsafe { 
        ( 
            from_raw_parts_mut(ptr, point), 
            from_raw_parts_mut(ptr.add(point), len - point), 
        ) 
    } 
} 

$ cargo +nightly miri run 



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    let ptr = slice.as_mut_ptr(); 
    let len = slice.len(); 

    unsafe { 
        ( 
            from_raw_parts_mut(ptr, point), 
            from_raw_parts_mut(ptr.add(point), len - point), 
        ) 
    } 
} 

$ cargo +nightly miri run 

✅$



Havoc.



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    let ptr = slice.as_mut_ptr(); 
    let len = slice.len(); 

    unsafe { 
        ( 
            from_raw_parts_mut(ptr, point), 
            from_raw_parts_mut(ptr.add(point - 1), len - point + 1), 
        ) 
    } 
} 

$ cargo +nightly miri run 



fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    let ptr = slice.as_mut_ptr(); 
    let len = slice.len(); 

    unsafe { 
        ( 
            from_raw_parts_mut(ptr, point), 
            from_raw_parts_mut(ptr.add(point - 1), len - point + 1), 
        ) 
    } 
} 

$ cargo +nightly miri run 

error: Undefined Behavior: trying to retag from <4464> for Unique permission at 
alloc1963[0x4], but that tag does not exist in the borrow stack for this location 
  --> src/main.rs:17:9 
   | 
17 | /         ( 
18 | |             std::slice::from_raw_parts_mut(ptr, point), 
19 | |             std::slice::from_raw_parts_mut(ptr.add(point - 1), len - point + 1), 
20 | |         ) 
   | |         ^ 
   | |         | 
   | |         trying to retag from <4464> for Unique permission at alloc1963[0x4], but that…



Miri

• Miri helps identifying undefined behaviour 

• Not everything can be caught by Miri, but it’s 
a great start! 

• When writing unsafe, use Miri for additional 
checks.



Unsafe is a Safety Feature



fn split<T>(slice: &[T], point: usize) -> (&[T], &[T]) { 
    (&slice[..point], &slice[point..]) 
} 

fn split_mut<T>(slice: &mut [T], point: usize) -> (&mut [T], &mut [T]) { 
    let ptr = &raw mut slice[0]; 

    unsafe { 
        ( 
            std::slice::from_raw_parts_mut(ptr, point), 
            std::slice::from_raw_parts_mut(ptr.add(point), slice.len() - point), 
        ) 
    } 
}

  vs.  



Unsafe is about  
highlighting and preventing 

undefined behaviour



Hero with a cape 
On top a friendly dragon 
Rescues a princess 

On his long journey 
He battles fierce animals 
And rides a dolphin



Hero with a cape 
On top a friendly dragon 
Rescues a princess 

On his long journey 
He battles fierce animals 
And rides a dolphin



fin.


